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Ethics:	Implications	of	Social		Media	
Presented	by	Linda	S.	Woolf	

	
Internet	social	media	sites	provide	a	venue	for	attorneys	to	promote	themselves	and	
promote	their	colleague.		These	sites	also	provide	a	tool	for	researching	your	adversary,	
their	counsel,	judges,	jurors	and	even	your	own	client.		Navigating	the	ethical	hazards	
associated	with	these	social	networking	tools	can	be	trickier	than	you	think.	
	
	

A. Introduction	to	social	media	
	
There	 are	 numerous	 websites	 catering	 to	 diverse	 and	 obscure	 interests.	 	 When	

formulating	 internet	 research,	 time	 should	 be	 dedicated	 to	 finding	 groups	 that	 may	 be	
specific	to	your	adversary	(school	alumni	groups,	neighborhood	groups,	etc.).		Discovery	of	
information	of	 the	social	media	sites	can	be	as	simple	as	a	web	search.	 	Other	 times,	one	
needs	 to	 dig	 deeper	 and	 be	 creative	with	 the	 vehicles	 of	 discovery	 afforded	 under	 your	
applicable	rules	of	civil	procedure.	

a. Examples	of	social	media	sites	
	
A	sampling	of	some	useful	sites	follows:	
	

i. Social	Networking	Sites	
	
Social	networking	sites	allow	individuals	and	groups	to	“link”	or	“friend”	each	other	

via	a	website.		There	is	an	incredible	amount	of	information	exchanged	on	these	sites	from	
photos,	 upcoming	 events,	 names	 of	 friends	 and	 colleagues,	 etc.	 	 People	 trade	messages,	
share	 photos,	 and	 post	 their	 current	 activities	 on	 their	 “wall”.	 	 The	 most	 popular	 are	
Facebook	 and	 MySpace.	 Both	 sites	 should	 be	 the	 starting	 point	 of	 an	 internet	 based	
investigation.	

	
Facebook	‐		 Web	address:	www.facebook.com		

	
MySpace‐			 Web	address:	www.myspace.com		

	
Friendster‐		 Web	address:	www.friendster.com		

	
Netlog‐		 	 Web	address:	www.netlog.com		

	 NetLog	is	sometimes	described	as	the	European	MySpace	
	

Hi5‐		 	 Web	address:	www.Hi5.com	
	 Hi5	is	an	international	version	of	sites	like	Facebook	and	MySpace	popular	in	Latin	
and	South	American	countries.	
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LinkedIn‐			 Web	address:	www.linkedin.com		
LinkedIn	 is	 a	 professional	 networking	 site.	 	 Generally	 contains	 information	 about	

education,	professional	associations,	colleagues,	and	work	history.		The	content	tends	to	be	
tamer	than	what	may	be	found	on	Facebook	or	MySpace.		The	website	however	can	be	an	
excellent	resource	about	an	adversary’s	background	and	known	colleagues.	
	

43	Things‐		 Web	address:		www.43things.com	
A	social	networking	site	where	users	create	accounts	and	 then	share	 lists	of	goals	

and	hopes.	
	

Twitter	‐		 	 Web	address:		www.twitter.com	
Twitter	is	a	free	social	messaging	utility	for	staying	connected	in	real‐time.		Through	

Twitter	 users	 post	 short,	 usually	 one	 line,	 status	 updates—called	 “tweets”—on	 their	
actitives	throughout	the	day.		Many	of	today’s	mobile	phones	are	equipped	with	the	ability	
to	 send	 tweets,	 which	 has	 led	 to	 more	 frequent	 updates.	 	 Though	 generally	 mundane,	
tweets	can	be	used	to	create	a	timeline	leading	up	to	events	critical	in	litigation	and	provide	
evidence	that	qualify	as	a	hearsay	exception.			

	
ii. Media	Sharing	Sites	

	
These	websites	allow	users	to	post	and	share	photos	and	videos.		Often,	the	photos	

and	videos	are	“tagged”	with	comments	by	the	user	and	friends.	
	

PhotoBucket‐		 Web	Address:	www.photobucket.com		
	

Picas‐		 	 Web	Address:	www.picasa.google.com		
	

PictureTrail‐		 Web	Address:	www.picturetrail.com		
	

Flickr‐		 	 Web	Address:	www.flickr.com	
	

Slide‐		 	 Web	Address:	www.slide.com		
	

Veoh‐		 	 Web	Address:	www.veoh.com	
	

WebShots‐		 Web	Address:	www.webshots.com		
	

YouTube‐			 Web	Address:		www.youtube.com	
	

iii. Blogging	Sites	
	
Blogs	 are	websites	where	 the	writer—called	 a	 blogger—provides	 commentary	 or	

news	 on	 a	 particular	 subject;	 some	 blogs	 are	 personal	 dairies.	 	 Some	 blogs	will	 contain	
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video	 commentary,	 called	 a	 vlog.	 	 Many	 websites	 exist	 to	 enable	 people	 to	 create	 and	
maintain	blogs.	
	

Vox‐		 	 Web	Address:		www.vox.com	
	

Blogger‐		 	 Web	Address:		www.blogger.com		
	

LiveJournal‐		 Web	Address:		www.livejournal.com		
	

Xanga‐		 	 Web	Address:		www.xanga.com		
	

b. Statistics	on	social	media	usage	
	
 On	Facebook,	the	average	user	has	130	friends,	is	connected	to	60	pages,	groups	and	

events,	and	creates	70	pieces	of	content	each	month.	
Source:	http://www.facebook.com/press/info.php?statistics	
	

 Over	4	billion	images	are	stored	on	Flickr	
Source:	http://en.wikipedia.org/wiki/Flickr#cite_note‐2	
		

 183	million	U.S.	Internet	users	watched	online	video	in	May	2010,	during	which	
time	YouTube.com	achieved	record	levels	of	viewing	activity	with	14.6	billion	videos	
viewed,	surpassing	the	threshold	of	100	videos	per	viewer.			
Source:http://www.comscore.com/Press_Events/Press_Releases/2010/6/comScore_Releases_May
_2010_U.S._Online_Video_Rankings	
	

 Twitter	has	100	million	users.	
Source:	http://economictimes.indiatimes.com/infotech/internet/Twitter‐snags‐over‐100‐million‐
users‐eyes‐money‐making/articleshow/5808927.cms		

	
B. Marketing	legal	services	through	social	networks	
	

a. Promoting	yourself	
	
Several	websites	allow	 lawyers	 to	market	 themselves.	 	Among	 them	are	avvo.com	

and	 linkedin.com.	 	 Participation	 in	 these	 listings	 can	 cause	problems.	 	Attorneys	need	 to	
ensure	 that	 all	 information	 on	 their	 profile	 page	 conform	 to	 their	 applicable	 rules	 of	
professional	conduct.		Some	bar	associations	have	begun	to	issue	ethics	opinions	regarding	
such	sites.		One	such	opinion	is	Ethics	Advisory	Opinion	09‐10	from	the	South	Carolina	Bar,	
the	Ethics	Advisory	Committee.		The	opinion	warns	that	“[b]y	claiming	a	website	listing,	a	
lawyer	 takes	 responsibility	 for	 its	 content	 and	 is	 then	 ethically	 required	 to	 conform	 the	
listing	 to	 all	 applicable	 rules.”	 	 Source:	
http://www.scbar.org/member_resources/ethics_advisory_opinions/&id=678		

	
b. Promoting	a	colleague	
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In	 addition	 to	 promoting	 yourself,	 websites	 allow	 an	 attorney’s	 clients	 and	

colleagues	 to	 offer	 an	 endorsement.	 	 Though	 the	 recommendation	 you	 post	 is	 not	 about	
your	legal	services,	ethics	rules	still	apply	to	your	representations	about	another	lawyer’s	
skill	and	competence.		Be	sure	to	consult	your	state	ethics	rules.	

	
C. Researching	your	adversary	through	social	networks	
	

a. Going	way	back:		sites	like	the	wayback	machine	maintain	copies	of	inactive	
webpages	

	
Attorneys	are	becoming	more	aware	of	 the	danger	 the	 Internet	 can	pose	 for	 their	

clients.	 	 Increasingly,	 attorneys	will	 conduct	 research	prior	 to	 filing	 a	 lawsuit	 and	advise	
clients	 to	 clean	 up	 negative	 information.	 	 This	 does	 not	 always	mean	 the	 information	 is	
gone.	 	 The	 Internet	 Archive	 organization	 has	 a	 website	 called	 the	 Way	 Back	 machine	
www.waybackmachine.org,	 which	 allows	 you	 to	 browse	 through	 85	 billion	 web	 pages	
archived	 from	1996	 to	 a	 few	months	ago.	 	This	 includes	many	webpages	 that	have	been	
“deleted”	or	otherwise	no	longer	available	on	the	active	Internet.			
	

b. Maybe	we	should	just	be	friends:	ethics	of	“friending”	your	adversary	or	
judge.	

	
When	investigating	an	opposing	party	online,	an	attorney	cannot	request	to	link	or	

“friend”	the	opposing	party.		Additionally,	a	lawyer	cannot	use	a	third‐party	as	a	shill	to	link	
or	 “friend”	 an	 opposing	 party.	 	 See	 Philadelphia	 Bar	 Association	 Professional	 Guidance	
Committee,	Opinion	2009‐02	(March	2009).	

	
In	 the	 North	 Carolina	 case	 styled	 Whitley	 vs.	 Whitley,	 Iredell	 County	 File	 No.	

07CVD0008,	a	judge	was	reprimanded	for	“friending”	a	lawyer	in	a	pending	case.		While	the	
trial	 was	 ongoing	 the	 attorney	 posted	 on	 Facebook	 about	 the	 litigation	 and	 the	 judge	
responded	to	the	posting.		Pleased	with	the	Judge’s	comments,	the	attorney	then	posted	“I	
have	a	wise	Judge”.		On	another	day,	the	attorney	wrote	“I	hope	I’m	in	my	last	day	of	trial”,	
to	which	 the	 Judge	 posted	 in	 response	 “you	 are	 in	 the	 last	 day	 of	 your	 trial”.	 	 Opposing	
counsel	was	not	“friends”	with	the	 Judge	and	attorney	on	Facebook.	 	The	communication	
was	found	to	be	ex	parte.			

Source:	http://www.aoc.state.nc.us/www/public/coa/jsc/publicreprimands/jsc08‐234.pdf	
	

While	 the	 communication	 in	Whitley	 was	 obviously	 improper,	 it	 is	 unclear	 if	 an	
attorney	can	“friend”	a	judge	even	if	there	is	no	communication	about	the	case.		The	Judicial	
Ethics	Advisory	Committee	of	the	Florida	Supreme	Court	has	opined	that	a	Judge	may	not	
add	lawyers	who	may	appear	before	the	judge	as	"friends"	on	a	social	networking	site	or	
permit	such	lawyers	to	add	the	judge	as	their	"friend."			

Source:	http://www.jud6.org/LegalCommunity/LegalPractice/opinions/jeacopinions/2009/2009‐
20.html		
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D. A	tweet	from	the	box	to	the	bench:		your	jurors	and	judges	may	be	using	
social	networking	to	discuss	you,	your	client,	or	your	case.	

	
a. Jury	

	
In	Arkansas	a	 juror	used	twitter	to	send	updates	during	a	civil	 trial.	 	After	a	$12.6	

million	 judgment,	 defense	 attorneys	 used	 the	 twitter	 posts	 as	 a	 basis	 for	 requesting	 the	
verdict	be	overturned.	

	
During	a	trial	against	Baltimore,	Maryland	Mayor	Sheila	Dixon,	jurors	were	sending	

messages	to	each	other	on	Facebook	during	the	trial.	
	

b. Judge	
	

Judge	 Ernest	 H.	 "Bucky"	 Woods	 resigned	 from	 his	 position	 of	 chief	 judge	 of	 the	
Mountain	Judicial	Circuit	in	Georgia	after	allegations	surfaced	of	potentially	inappropriate	
contact	with	a	defendant	 through	Facebook	postings.	 	According	to	 the	allegations,	 Judge	
Woods	offered	to	help	a	woman	whom	he	contacted	via	Facebook	"behind	the	scenes"	in	a	
criminal	case.	
	

E. Conclusion	
	

The	evolution	of	social	media	websites	provides	valuable	resources	for	investigating	
your	adversary,	their	counsel,	judges,	and	jurors.		With	this	tool	comes	complicated	ethical	
issues.	 	A	dosage	of	real	world	common	sense	and	careful	review	of	local	ethics	rules	can	
help	you	to	transition	from	the	ethics	of	the	real	world	to	the	ethics	of	the	virtual	world.	
	
	
	
	
	
	
	
 
 
 
 
4826-9216-9735 
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ETHICS: 

Implications of 
Social Media 

Linda Woolf, Esq.

Goodell, DeVries, 
Leech & Dann, LLP

Types of social media

Social Networking:
 Facebook

 MySpace

 Twitter

 LinkedIn

Information Sharing:
 Blogs

Image Sharing:
Flicker

Snapfish

Video Sharing:
YouTube

Quick statistics

 882,582,621 - monthly visits to YouTube

 3,082,560,671- monthly visits to 
Facebook

 500 Million Users on Facebook

 28,235,973 unique visits to Twitter in May

-Sources: compete.com  May 2010 survey and Facebook.com
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Concerns with employee use of 
social media

Lack of productivity

Statements about vendors and customers

Liability for employee’s use of social media

Confidential information easily uploaded

~ 57% of employees use Twitter, 
Facebook and other popular 
websites during office hours, 

spending almost one week per year 
on the sites. The World This Week, 

The Economist (Oct. 31, 2009)

Lack of productivity

Statements about 
vendors and customers

Injunction to preclude Internet website 
registrant from posting copyrighted 
material and from posting allegedly 

misappropriated trade secrets. 

Ford Motor Co. v. Lane, 67 F.Supp.2d 745 (E.D.Mich. 1999)
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Liability for employee’s 
use of social media

An employer may have a duty to take remedial action 
when it knows or should know that employees are using 
work-related social media to harass other employees.  
Avery v. Idleaire Technologies Corp., 2007 WL 1574269 
(E.D. Tenn. 2007)

Employer has duty to terminate an employee once it 
knows or should know the employee was viewing 
pornography at work. Doe v. XYC Corp., 887 A.2d 1156 
(N.J. Super. App. Ct. 2005) 

Suggesting employer may be liable if employee’s conduct 
was foreseeable to employer.  Maypark v. Securitas Sec. 
Serv. USA, Inc., 2009 WI App 145 (2009) 

Confidential information 
easily uploaded

Anticipated or Actual Litigation

Social media litigation hold strategy

Investigating plaintiff

Posting about litigation

Be careful who you friend
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Social media litigation hold strategy

 Identify employees

 Inquire about posting

 Social media freeze

Investigating plaintiff

 Search social media

 Plaintiff is not your “Friend”

Posting about litigation

Someone is always reading…
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Be careful who you friend

 Judges 

 Jurors

Employee Social Media 
Policy Considerations

 Is a social media policy necessary

 Should policy apply to all employees

Monitor employee’s usage

 Preservation of postings

 Privacy settings

Do Not Force Employees to Provide Access 
to Private Social Media Accounts

An employer may be liable for damages if 
firing an employee after improper retrieval of 
information from MySpace. Pietrylo v. Hillstone
Restaurant Group, 2009 WL 3128420 (D.N.J. 
Sept.25, 2009) 
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Social media sites are constantly 
emerging and evolving:  Keep up to date
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Linda S. Woolf is the Managing Partner of the firm and one of its founding 
members.  Ms. Woolf’s practice is devoted to the representation of clients in 
complex commercial, insurance coverage, construction, government liability, and 
employment litigation. 

Ms. Woolf is the Vice Chair of the Commercial Litigation Section of the Federation 
of Defense and Corporate Counsel and serves on several of its ad hoc 
committees.  She is a past Chair of the Network of Trial Law Firms, Inc. (1999-
2000), a non-profit corporation comprised of 26 independent law firms nationally 
recognized for their trial and litigation experience.  Ms. Woolf is a past member 
of the Executive Board of the Maryland Association of Defense Counsel, and past 
Co-Chair of its Appellate Committee. 

In 2007, Ms. Woolf was honored with the Daily Record’s Leadership in Law Award 
and as one of the Top 100 Women in Maryland. From 2007-2010, she has been 
named as one of the Top 25 Women Super Lawyers in Maryland and recognized 
by Best Lawyers in Bet-the-Company (2009-2010) and Commercial Litigation 
(2008-2010).  

PROFESSIONAL EXPERIENCE 

COMMERCIAL AND BUSINESS TORT LITIGATION 

Represents medical device manufacturer in class actions pending in various 
federal and state courts arising from sale and distribution of Class II medical 
device. 

Represents food producer in multi-district litigation seeking certification of 
nationwide class of consumers involving allegedly false advertising claims. 

Represents international pharmaceutical company in litigation arising from the 
divestiture of a wholly-owned medical device subsidiary. Represents an 
international manufacturer in litigation arising from the divestiture of a worldwide 
battery business. Has represented national and local corporations at the trial and 
appellate levels in state and federal courts in matters involving the sale of 
corporate subsidiaries and businesses, alleged predatory lending practices and 
consumer fraud, federal and state antitrust violations, claims arising from non-
competition agreements and the misappropriation of technology and other 
contractual disputes. Represented a surety in protracted litigation with the 
Resolution Trust Corporation arising from the failure of a savings and loan 
institution. Represented the majority shareholders of two thoroughbred racing 
corporations in derivative lawsuits filed by minority shareholders, successfully 
retaining control of nationally known racetracks. 

Has represented corporate directors and officers, trustees and other fiduciaries in 
various litigation including claims for diversion of corporate opportunity, claims 
under ERISA for alleged breaches of fiduciary duty, shareholder derivative 
claims. Defeated proposed class certification in two companion ERISA cases 
brought by retirees of non-for-profit health insurer seeking enforcement of 
former welfare benefit plan and damages for breach of fiduciary duty. Has 
represented a variety of businesses in complex business tort litigation. Defended 
a defense contractor against claims of defamation and tortious interference with 
economic relations, arising from responses to RFP’s to NSA. Represented 
hospitals, health insurers and managed health care organizations and their 
officers and directors in various litigation involving billing disputes, alleged 
breach of physician participation agreements, credentialing disputes and claims 
of defamation, tortious interference with economic relations and other business 
torts.  
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