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Getting Internal Investigations

Done Right

David Schultz
Maslon Edelman Borman & Brand, LLP

October ##, 2008

Conducting the Investigation

“An internal investigation is worse than
useless if it is not conducted properly
and can cause substantial harm to a
company'’s credibility and reputation.”

Giovanni Prezioso, Former General Counsel, SEC

= Whether & When to Conduct One
= Who Conducts It

= How It is Conducted

= What is Produced

-127 -




When Are Internal Investigations
Necessary?

HONK IF You LoVE
J. EDGAR HOOVER

&

Iy din Rasterrae and Bt Gdeame
Who?

Inside counsel vS. Outside counsel
Expense Resources
Inside Knowledge Objectivity
Confidentiality Integrity
Motivation Independence

Selection of Outside Counsel
Investigator
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Selecting Your Outside Counsel

= Assessing Competence
~ Technical
» Independence
~ Reputation
» Local Knowledge
» Specified Knowledge

Competence

Enron's Lawyers: Eyes Wide Shut?

All told, Vinson &
Elkins’ “investigation”
appears worthy of
Inspector Clouseau.

... they asked few
real questions, failed
to talk to obvious key
witnesses

Independence

Enron's Lawyers: Eyes Wide Shut?

All told, Vinson &
Elkins’ “investigation”
appears worthy of
Inspector Clouseau.

N [V & EJ...in 2000 billed
Enron for between $27
million and $30 million.
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Structuring the Investigation

= Internal Reporting
= Defining Scope/Written Plan
= Internal Communication with Employees

How Do You Find the Facts?

= The Interview

= Conducting the interview
~ Corporate Miranda
~ Tape recording/court reporter
» Written memos

= Interference

Written Report

= Whether
= When

= How
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Mr. James V. Derrick, Jr.
Executive Vice President and
General Counsel Enron Corp.
1400 Smith Street

Houston, Texas

Dear Jim:

Investigating the Board: What are
the limits?

@D THE WALL STREET JOURNAL |

"

.E‘__ﬁ
s /)
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More News. Q

Today's Paper  Vides  Columns Blogs Graphics Newsletters & Alerts  New! Journal Community

HOME U.S. WORLD BUSINESS MARKETS TECH PERSONAL FINANCE LIFE&STYLE OPINION CAREERS

LAW BLOG
Blog Search: l ! 0
WSJ.com on law and business and the business of law.

< Evel Knieval: From Death-Defying Stunts [...] -- Previous | SEE ALL POSTS FROM THIS BLOG | Next -
- Law Blog Contest of the Day: Lawyer Vanil...] >
December 13, 2006, 8:47 am advertisement

The Holder Memo and Its Progeny
Posted by Peter Lattman

With pomp and circumstance befitting a
ollywood movie premiere, deputy attorney
‘general Paul McNulty yesterday unveiled the
McNulty Memo, the successor to the 2003
Thompson Memo, named after former deputy AG
Larry Thompson. Thompson’s memo, which laid
out mandatory guideline for prosecutors to consider when
deciding whether to indict a company, became shorthand
for prosecutorial abuse. There are two main changes: the
feds may no longer hold it against a company if it declines
to waive attorney-client privilege or cut off the payment of
legal fees for employees being investigated or charged.

VISIT WSJ.COM'S LAW PAGE »
POPULAR LAW STORIES FROM AROUND THE WEB

) Edited by The Wall Street Journal
Reading through McNulty’s prepared remarks, we were
g g ulty’s prep © Joe the Plumber: Should Tax Policy Be Used To "Spread the

struck by the following paragraph: Wealth Around"?
via TaxProf Blog

Canadian breast implant class action fails
via PointOfLaw Forum

As an initial matter, let me point out that the

Thompson Memorandum was not intended to Big Wave of Layoffs Hits Heller
encourage practices that chill attorney-client via Law.com - Newswire
communications, as is currently perceived by Ohio Litigating its Way Through Election Cycle
Th ised id dd via washingtonpost.com - Elections
some. The revised guidance now a resses A Liberal Supermajority
that concern. The attorney-client waiver via WSJ.com: Opinion
policy found in the Thompson Memo was Press releases and bloggers : There's an art to sending

via Real Lawyers Have Blogs

first articulated in the Holder Memo i .
. . Lawsuit of the Day: Stop Trying To Hurt Obama

adopted during the previous via Above the Law
administration. My memorandum now Doctor held liable for punitives for treating patient
amplifies the limited circumstances under competently

hich k £ . £ via PointOfLaw Forum
W. 1(} prosecutors may ask lor waivers o Jury Awards $400,000 to Deaf Patient for Denial of Interpreter
privilege. (emphasis added) Services

via Law.com - Newswire

. . Donnie Brasco
Ah, the ol” Holder Memo. That’s right, in 1999 — when 5 Southern District of Florida Blog

Enron and WorldCom were humming — deputy attorney
general Eric Holder took the first stab at providing More Headlines
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guidelines on indicting corporations. (Click here for the
Holder Memo; here for the Thompson Memo; and here for
the McNulty Memo)

pot What is this?

The Law Blog caught up with Holder yesterday at
Covington & Burling in Washington, where he’s been a
partner since leaving the DOJ in 2001. We asked him what 1. Obama Organizer Targets the Big House
he thought about all this fuss. “Holder’s was good and 2. Who Won Wednesday's Presidential Debate?
everything else was not as good,” he said with a laugh. '
“And you can quote me on that.” 3. MarketBeat

4. Scary Shirts - WSJ.com
Holder explained that back in 1999 there were a group of 5. McCain Makes Amends for Blowing Off
private practitioners complaining that there was no Letterman
uniformity in the way in which prosecutors decided to o )
indict corporations. Responding to the criticisms, Holder 0. Hedge Fund Perry Capital Lays Off 20 to 30
says he put together a working group to set forth a series of Staffers in Equities
guidelines, which were laid out in what’s now known as 7. Dispatch from Iceland: 'We Might Lose Our
the Holder Memo. Country'

: : ) 8. _A Financial-Crisis Chat With the Lawyer for J.P.
“I thought it was a worthwhile endeavor but didn’t expect Morgan, BofA and Wells Fargo

these issues would become as big as they were,” says . '
Holder, who says he’s happy that his name has stayed 9. Palin: "'We Shouldn't Worry About Government
Not Having Enough Money'

mostly above the fray, though he expressed surprise that

McNulty cited him and the Clinton Adminstration 10. Undecided in Ohio
yesterday. “And I’m sure Larry’s glad today that there’s
now a McNulty memo and he doesn’t have to be reading
about the Thompson memo all the time.”

MOST POPULAR POSTS = VIEWED EMAILED

» E-MAIL SIGN-UP

Holder says he’s proud of his memo and criticized the way Get a roundup of the day's Law Blog posts, plu§ the
in which people in the field interpreted it. “It was never the latest law news. Check the box below to subscribe.
intent to view waiving the attorney-client privilege as a I” Law Blog Newsletter

negative,” he said. “If you made a decision to waive the
privilege, you could get credit for that, but it was only in -
extraordinary circumstances and should have only been  To view all or change any of your e-mail settings,
viewed as a positive.” click to the E-Mail Setup Center

He applauds McNulty’s changes. “Today, it’s maddening,” oTHER BLOGS FROM WSJ.COM
he says. “You’ll go into a prosecutor’s office . . . and

. . . e Law Blog o MarketBeat
fifteen minutes into our first meeting they say, ‘Are you e Pojitical Perceptions e Deal Journal
going to waive?’” e Washington Wire e Developments

® Real Time Economics ® The Numbers Guy
e The Juggle e The Wealth Report
Permalink | Trackback URL: o gea,lth Blogt | Conita J lB"Zghdatz'j Llftest ,

. . e Environmental Capita e Independent Stree
http://blogs.wsj.com/law/2006/12/13/the-holder- o Business Technology ~ ® China Joural
memo/trackback/ ® The Daily Fix e Shaping the New Agenda

. ' y FUSRTUR B e The Wallet e Olympics Opinion
Save & Share:  Yahoo! Buzz| Share on Facebook | e Middle Seat Terminal o The Wallet

Del.icio.us | Digg this | Email
Read more: White Collar, Politics

=2
S

e

Comments _ Subscribe
Report offensive comments to lawblog@wsj.com

RSS -- subscribe to updated headlines to read from
anywhere on the Web. For more about RSS, click
here.

Holder’s comments are pretty rich. The private bar was
very concerned about the policy articulated in his memo.
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All of the waiver issues that are now so hot and mostly
attributed to the Thompson memo were raised with the
Holder memo as well. For some reason this longstanding

DOJ policy has now been transformed into a Bush Save & Share
administration policy. But the policy was very aggressively
pursued under Clinton as well. For Holder to now
complain abt. the seeking of waivers is really too much.

N Law Blog

Digg -- submit this item to be shared and voted on
by the digg community. For more about digg, click
here.

Del.icio.us -- mark an item as a favorite to access
later or share with the del.icio.us community. For
more about del.icio.us, click here.

Facebook -- share an item with users of Facebook, a
collection of school, company and regional social
networks. For more about Facebook, click here.

Comment by Selective Amnesia - December 13, 2006 at
10:05 am

The McNulty Memo does little to allay the concerns of the
private and corporate bar, who were looking for a firm
denouncement of the practice of requesting waiver of
privilege in a coercive manner as unethical. The McNulty
memo will do nothing more than galvanize the bar, which PAST POSTS
in this unique circumstance is united on all fronts, and add

momentum to the force behind the Specter bill, introduced pecember 2006

last week before Congress ended its term.
MTWTTFS S

Notwithstanding, the DOJ and the Bar continue to miss the 123
boat on how to gauge corporate conduct in connectionwith4 5 6 7 8 9 10
charge or enforcement decisions. Instead of seemingly 111213141516 17

exclusive reliance on waiver as a measure of cooperation,

the governement and bar should spend the time ngcessary 181920212223 24

to measure the overall effectiveness of the compliance and 25 26 27 28 29 30 31

ethics program of a target of an investigation. While « Nov Jan »

organizations continue to spend money hand over fist on

buidling effective compliance programs per the Federal

Sentencing Guidelines, everyone else seems rather content TOP LAW STORIES
with a dialogue about whether the organization was willing

to waive privileges and turn over investigation notes. MORE

Let’s start to expend energy giving credit where credit is ~ Sponsored Links
ue. Reli Vi ] Free Full-Length Movies
d © .anc? on pr1v1lege waiver as a sole measure of Free Films From All Genres Horror, Comedy, Drama &
cooperation is taking the easy way out. More!
Cinema.Lycos.com

http://wolfs2¢cents.wordpress.com/ Fannie Freddie Under Govt
How will it affect your rates? $180,000 Refinance for

$679/mo.
Comment by Rick Wolf - December 13,2006 at 11:29 am  www.MortgageRatesExperts.com

holders
The Specter bill is not happening. g:taelisty Ball Display Cases Great Prices and Low Shipping
www.sportscases.com

Comment by Anon - December 13, 2006 at 12:12 pm Hugh Downs Reports

Learn the Artery Clearing Secret from a Nobel Prize
Winner
www.bottomlinesecrets.com

VISIT WSJ.COM'S LAW PAGE »

Return To Top
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U.S, Pepartment of Justice

Office of the Deputy Atloreey General

The gty Stiorsey Do) Wabiieger, TYE NiSBE

MEMORANDUM

T Heads of Department Components
United States Atlorneys

FROM: Paul 1. McNuly
Deputy Attorney General

SUBJECT:  Pronciples of Federal Proscoution of Busines

The Department experienced unprecedented success in prosecuting corporate fraud
during the last four years. We have aggressively rooted out corruption in financial markets and
corporate board rooms across the country. Federal prosecutors should be justifiably proud that
the information used by our nation’s {inancial markets is more reliable, our retirement plans are
maore secure, and the investing public is better protected as a result of our efforts. The most
significant result of this enforcement initiative is that corporations increasingly recognize the
need for self-policing. seli-reporting, and cooperation with law enforcement. Through their seli-
regultation efforts, frawd undoubtedly is being prevented, sparing sharcholders from the Binaseiat
harm accompanying corporate corruption. The Department must continue to encourage these
cffons,

Though much has been accomplished. the work of protecting the integrity of the
marketplace continues. As we press forward in our enforcement duties, it is appropriate that we
consider cancfully proposals which could make our efforts more effective, | remain convineed
that the fundamental principles that have guided our enforcement practices are sound. In
particular, our corporate charging principles are not only familiar, but they are welcomed by most
corporations in our country because good corporate leadership shares many of our goals. Like
federal prosecutors, corporate leaders must take action to protect sharcholders, preserve corporate
value, and promote honesty and fair dealing with the investing public.

We have heard from responsible corporate officials recently about the challenges they
face in discharging their duties to the corporation while responding in a meaningful way o a
government investigation. Many of those associated with the corporate legal community have
expressed concemn that our practices may be discouraging full and candid communications
between corporate employees and legal counsel. To the extent this is happening, it was never the
intention of the Department for our corporate charging principles to cause such a result,

M Fist Next P Last Y
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U.S. Department of Justice

Office of the Deputy Attorney General

The Deputy Anorney Genend Washingion, D.C. 20530

MEMORANDUM

TO: Heads of Department Components
United States Attorneys

FROM: Paul J. McNulty
Deputy Attorney General

SUBJECT:  Principles of Federal Prosecution of Business Organizations

The Department experienced unprecedented success in prosecuting corporate fraud
during the last four years. We have aggressively rooted out corruption in financial markets and
corporate board rooms across the country. Federal prosecutors should be justifiably proud that
the information used by our nation’s financial markets is more reliable, our retirement plans are
more secure, and the investing public is better protected as a result of our efforts. The most
significant result of this enforcement initiative is that corporations increasingly recognize the
need for self-policing, self-reporting, and cooperation with law enforcement. Through their self-
regulation efforts, fraud undoubtedly is being prevented, sparing shareholders from the financial
harm accompanying corporate corruption. The Department must continue to encourage these
efforts.

Though much has been accomplished, the work of protecting the integrity of the
marketplace continues. As we press forward in our enforcement duties, it is appropriate that we
consider carefully proposals which could make our efforts more effective. I remain convinced
that the fundamental principles that have guided our enforcement practices are sound. In
particular, our corporate charging principles are not only familiar, but they arc welcomed by most
corporations in our country because good corporate leadership shares many of our goals. Like
federal prosecutors, corporate leaders must take action to protect shareholders, preserve corporate
value, and promote honesty and fair dealing with the investing public.

We have heard from responsible corporate officials recently about the challenges they
face in discharging their duties to the corporation while responding in a meaningful way to a
government investigation. Many of those associated with the corporate legal community have
expressed concern that our practices may be discouraging full and candid communications
between corporate employees and legal counsel. To the extent this is happening, it was never the
intention of the Department for our corporate charging principles to cause such a result.
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2.

Therefore, I have decided to adjust certain aspects of our policy in ways that will further
promote public confidence in the Department, encourage corporate fraud prevention efforts, and
clarify our goals without sacrificing our ability to prosccute these important cases effectively.
The new language expands upon the Department’s long-standing policies concerning how we
evaluate the authenticity of a corporation’s cooperation with a government investigation.

This memorandum supersedes and replaces guidance contained in the Memorandum from
Deputy Attorney General Larry D. Thompson entitled Principles of Federal Prosecution of
Business Organizations (January 20, 2003) (the “Thompson Memorandum™) and the
Memorandum from the Acting Deputy Attorney General Robert D. McCallum, Jr. entitled
Waiver of Corporate Attorney-Client and Work Product Protections (October 21, 2005)(ihe
“McCallum Memorandum™).




U.S. Department of Justice

Office of the Deputy Attorney General

The Deputy Attoriey General Wiashington, (.C. 20530

MEMORANDUM

TO: Heads of Department Components
United States Attorneys

FROM: Paul J. McNulty
Deputy Attorney General

SUBJECT:  Principles of Federal Prosecution of Business Organizations

Federal Prosecution of Business Organizations'
L Duties of the Federal Prosecutor; Duties of Corporate Leaders

The prosecution of corporate crime is a high priority for the Department of Justice. By
investigating wrongdoing and bringing charges for criminal conduct, the Department plays an
important role in protecting investors and ensuring public confidence in business entities and in
the investment markets in which those entities participate. In this respect, federal prosecutors
and corporate leaders share a common goal. Directors and officers owe a fiduciary duty to a
corporation’s shareholders, the corporation’s true owners, and they owe duties of honest dealing
to the investing public in connection with the corporation’s regulatory filings and public
statements. The faithful execution of these duties by corporate leadership serves the same values
in promoting public trust and confidence that our criminal prosecutions are designed to serve.

A prosecutor’s duty to enforce the law requires the investigation and prosecution of
criminal wrongdoing if it is discovered. In carrying out this mission with the diligence and
resolve necessary 10 vindicate the important public interests discussed above, prosecutors should
be mindful of the common cause we share with responsible corporate leaders. Prosecutors
should also be mindful that confidence in the Department is affected both by the results we
achieve and by the real and perceived ways in which we achieve them. Thus, the manner in

' While these guidelines refer to corporations, they apply to the consideration of the
prosecution of all types of business organizations, including partnerships, sole proprietorships.
government entitics, and unincorporated associations.
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2.

which we do our job as prosecutors — the professionalism we demonstrate, our resourcefulness in
seeking information, and our willingness o secure the facts in a manner that encourages
corporate compliance and self-regulation — impacts public perception of our mission. Federal
prosecutors recognize that they must maintain public confidence in the way in which they
exercise their charging discretion, and that professionalism and civility have always played an
important part in putting these principles into action.

I Charging a Corporation: General Principles

A. General Principle: Corporations should not be treated leniently because of their
artificial nature nor should they be subject to harsher treatment. Vigorous enforcement of the
criminal laws against corporate wrongdoers, where appropriate, results in great benefits for law
enforcement and the public, particularly in the arca of white collar crime. Indicting corporations
for wrongdoing ecnables the government to address and be a force for positive change of
corporate culture, alter corporate behavior, and prevent, discover, and punish white collar crime.

B. Comment: In all cases involving corporate wrongdoing, prosecutors should consider
the factors discussed herein, Tirst and foremost, prosecutors should be aware of the important
public benefits that may flow from indicting a corporation in appropriate cases. For instance,
corporations are likely to take immediate remedial steps when one is indicted for criminal
conduct that is pervasive throughout a particular industry, and thus an indictment often provides
a unique opportunity for deterrence on a massive scale. In addition, a corporate indictment may
result in specific deterrence by changing the culture of the indicted corporation and the behavior
of its employees. Finally, certain crimes that carry with them a substantial risk of great public
harm, ¢.g., environmental crimes or financial frauds, are by their nature most likely to be
committed by businesses, and there may, therefore, be a substantial federal interest in indicting
the corporation.

Charging a corporation, however, does not mean that individual directors, officers,
employees, or shareholders should not also be charged. Prosecution of a corporation is not a
substitute for the prosecution of criminally culpable individuals within or without the
corporation. Because a corporation can act only through individuals, imposition of individual
criminal liability may provide the strongest deterrent against future corporate wrongdoing. Only
rarely should provable individual culpability not be pursued, even in the face of an offer of a
corporate guilty plea or some other disposition of the charges against the corporation,

Corporations are "legal persons," capable of suing and being sued, and capable of
committing crimes, Under the doctrine of respondeat superior, a corporation may be held
criminally liable for the illegal acts of its directors, officers, employees, and agents. To hold a
corporation liable for these actions, the government must establish that the corporate agent's
actions (I) were within the scope of his duties and (ii) were intended, at least in part, to benefit
the corporation. In all cases involving wrongdoing by corporate agents, prosecutors should
consider the corporation, as well as the responsible individuals, as potential criminal targets.
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3.

Agents, however, may act for mixed reasons -- both for self-aggrandizement (both direct
and indirect) and for the benefit of the corporation, and a corporation may be held liable as long
as one motivation of its agent is to benefit the corporation. See United States v. Potter, 463 F.3d
9, 25 (1" Cir. 2006) (stating that the test to determine whether an agent is acting within the scope
of employment is whether the agent is performing acts of the kind which he is authorized to
perform, and those acts are motivated--at least in part--by an intent to benefit the corporation ).
In United States v. Automated Medical Laboratories, 770 F.2d 399 (4th Cir. 1985), the Fourth
Circuit affirmed a corporation's conviction for the actions of a subsidiary's employee despite its
claim that the employee was acting for his own benefit, namely his "ambitious nature and his
desire to ascend the corporate ladder." The court stated, "Partucci was clearly acting in part to
benefit AML since his advancement within the corporation depended on AML's well-being and
its lack of difficulties with the FDA." Furthermore, in United States v. Sun-Diamond Growers of
California, 138 F.3d 961, 969-70 (D.C. Cir. 1998), aff'd on other grounds, 526 U.S. 398 (1999),
the D.C. Circuit rejected a corporation’s argument that it should not be held criminally liable for
the actions of its vice-president since the vice-president’s “scheme was designed to -- and did in
fact -- defraud [the corporation], not benefit it.” According to the court, the fact that the vice-
president deceived the corporation and used its money to contribute illegally to a congressional
campaign did not preclude a valid finding that he acted to benefit the corporation. Part of the
vice-president’s job was to cultivate the corporation’s relationship with the congressional
candidate’s brother, the Secretary of Agriculture. Therefore, the court held, the jury was entitled
to conclude that the vice-president had acted with an intent, “however befuddled.” to further the
interests of his employer. See also United States v. Cincotta, 689 F.2d 238, 241-42 (1* Cir.
1982) (upholding a corporation’s conviction, notwithstanding the substantial personal benefit
reaped by its miscreant agents, because the fraudulent scheme required money to pass through
the corporation's treasury and the fraudulently obtained goods were resold to the corporation's
customers in the corporation's name).

Moreover, the corporation need not even necessarily profit from its agent's actions for it
to be held liable. In dwomated Medical Laboratories, the Fourth Circuit stated:

[Blenefit is not a "touchstone of criminal corporate liability; benefit at best is an
evidential, not an operative, fact." Thus, whether the agent's actions ultimately redounded
to the benefit of the corporation is less significant than whether the agent acted with the
intent to benefit the corporation. The basic purpose of requiring that an agent have acted
with the intent to benefit the corporation, however, is to insulate the corporation from
criminal liability for actions of its agents which may be inimical 10 the interests of the
corporation or which may have been undertaken solely to advance the interests of that
agent or of a party other than the corporation.

770 F.2d at 407 (emphasis added; quoting Old Monastery Co. v. United States, 147 F.2d 905,
908 (4th Cir.), cert. denied, 326 U.S. 734 (1945)).
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A-
[1I. Charging a Corporation: Factors to Be Considered

A. General Principle: Generally, prosecutors apply the same factors in determining
whether to charge a corporation as they do with respect to individuals. See USAM § 9-27.220, et
seq. Thus, the prosecutor must weigh all of the factors normally considered in the sound exercise
of prosecutorial judgment: the sufficiency of the evidence; the likelihood of success at trial; the
probable deterrent, rehabilitative, and other consequences of conviction; and the adequacy of
noncriminal approaches. See id. However, due to the nature of the corporate "person,” some
additional factors are present. In conducting an investigation, determining whether to bring
charges, and negotiating plea agreements, prosecutors must consider the following factors in
reaching a decision as to the proper treatment of a corporate target:

1. the nature and seriousness of the offense, including the risk of harm to the public,
and applicablc policics and prioritics, if any, governing the prosecution of
corporations for particular categories of crime (see section 1V, infra);

2. the pervasiveness of wrongdoing within the corporation, including the complicity
in, or condonation ol, the wrongdoing by corporate management (see section V,
infra),

3. the corporation's history of similar conduct, including prior criminal, civil, and

regulatory enforcement actions against it (see section VI, infra);

4, the corporation's timely and voluntary disclosure of wrongdoing and its
willingness to cooperate in the investigation of its agents (see section VII, infra);

3. the existence and adequacy of the corporation’s pre-existing compliance program
(see section VIII, infra);

6. the corporation's remedial actions, including any efforts to implement an effective
corporate compliance program or 10 improve an existing one, to replace
responsible management, 1o discipline or terminate wrongdoers, to pay restitution,
and to cooperate with the relevant government agencies (see section IX, infra);

7. collateral consequences, including disproportionate harm to shareholders, pension
holders and employees not proven personally culpable and impact on the public
arising from the prosecution (see section X, infra);

8. the adequacy of the prosecution of individuals responsible for the corporation's
malfeasance; and

9. the adequacy of remedies such as civil or regulatory enforcement actions (see
section XI, infra).




5.

B. Comment: In determining whether to charge a corporation, the foregoing factors must
be considered. The factors listed in this section are intended to be illustrative of those that
should be considered and not a complete or exhaustive list. Some or all of these factors may or
may not apply to specific cascs, and in some cases one factor may override all others. For
example, the nature and seriousness of the otfense may be such as to warrant prosecution
regardless of the other factors. In most cases, however, no single factor will be dispositive.
Further, national law enforcement policies in various enforcement areas may require that more or
less weight be given to certain of these factors than to others. Of course, prosecutors must
exercise their judgment in applying and balancing these factors and this process does not
mandate a particular result.

In making a decision to charge a corporation, the prosecutor generally has wide latitude in
determining when, whom, how, and even whether to prosecute for violations of federal criminal
law. In exercising that discretion, prosecutors should consider the following general statements
of principles thal summarize appropriate considerations to be weighed and desirable practices to
be followed in discharging their prosecutorial responsibilities. In doing so, prosecutors should
ensure that the general purposes of the criminal law -- assurance of warranted punishment,
deterrence of further criminal conduct, protection of the public from dangerous and fraudulent
conduct, rehabilitation of offenders, and restitution for victims and affected communities -- are
adequately met, taking into account the special nature of the corporate "person."”

Iv. Charging a Corporation: Special Policy Concerns

A. General Principle: The nature and seriousness of the crime, including the risk of harm
to the public from the criminal conduct, are obviously primary factors in determining whether to
charge a corporation. In addition, corporate conduct, particularly that of national and
multi-national corporations, necessarily intersects with federal economic, taxation, and criminal
law enforcement policies. In applying these principles, prosecutors must consider the practices
and policies of the appropriate Division of the Department, and must comply with those policies
to the extent required.

B. Comment: In determining whether to charge a corporation, prosecutors should take
into account federal law enforcement priorities as discussed above. See USAM § 9-27-230. In
addition, however, prosecutors must be aware of the specific policy goals and incentive programs
established by the respective Divisions and regulatory agencies. Thus, whereas natural persons
may be given incremental degrees of credit (ranging from immunity to lesser charges to
sentencing considerations) for turning themselves in, making statements against their penal
interest, and cooperating in the government's investigation of their own and others' wrongdoing,
the same approach may not be appropriate in all circumstances with respect to corporations. As
an example, it is entircly proper in many investigations for a prosecutor to consider the
corporation's pre-indictment conduct, e.g.,voluntary disclosure, cooperation, remediation or
restitution, in determining whether to seek an indictment. However, this would not necessarily
be appropriate in an antitrust investigation, in which antitrust violations, by definition, go to the
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heart of the corporation’s business and for which the Antitrust Division has therefore established
a firm policy, understood in the business community, that credit should not be given at the
charging stage for a compliance program and that amnesty is available only to the first
corporation to make full disclosure to the government. As another example, the Tax Division

has a strong preference for prosecuting responsible individuals, rather than entities, for corporate
tax offenses. Thus, in determining whether or not to charge a corporation, prosecutors must
consult with the Criminal, Antitrust, Tax, and Environmental and Natural Resources Divisions, if
appropriate or required.

V. Charging a Corporation: Pervasiveness of Wrongdoing Within the Corporation

A. General Principle: A corporation can only act through natural persons, and it is
therefore held responsible for the acts of such persons fairly attributable to it. Charging a
corporation for even minor misconduct may be appropriate where the wrongdoing was pervasive
and was undertaken by a large number of employees or by all the employees in a particular role
within the corporation, e.g., salesmen or procurement officers, or was condoned by upper
management. On the other hand, in certain limited circumstances, it may not be appropriate to
impose liability upon a corporation, particularly one with a compliance program in place, under a
strict respondeat superior theory for the single isolated act of a rogue employee. There is, of
course, a wide spectrum between these two extremes, and a prosecutor should exercise sound
discretion in evaluating the pervasiveness of wrongdoing within a corporation.

B. Comment: Of these factors, the most important is the role of management. Although
acts of even low-level employees may result in criminal liability, a corporation is directed by its
management and management is responsible for a corporate culture in which criminal conduct is
either discouraged or tacitly encouraged. As stated in commentary to the Sentencing Guidelines:

Pervasiveness [is] case specific and [will] depend on the number, and degree of
responsibility, of individuals [with] substantial authority ... who participated in,
condoned, or were willfully ignorant of the offense. Fewer individuals need to be
involved for a finding of pervasiveness il those individuals exercised a relatively high
degree of authority. Pervasiveness can occur either within an organization as a whole or
within a unit of an organization. See USSG §8C2.5, comment. (n. 4).

VL. Charging a Corporation: The Corporation's Past History
A. General Principle: Prosecutors may consider a corporation's history of similar

conduct, including prior criminal, civil, and regulatory enforcement actions against it, in
determining whether to bring criminal charges.

B. Comment: A corporation, like a natural person, is expected to learn from its mistakes.
A history of similar conduct may be probative of a corporate culture that encouraged, or at least
condoned, such conduct, regardless of any compliance programs. Criminal prosecution of a
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corporation may be particularly appropriate where the corporation previously had been subject to
non-criminal guidance, warnings, or sanctions, or previous criminal charges, and it either had not
taken adequate action to prevent future unlawful conduct or had continued to engage in the
conduct in spite of the warnings or enforcement actions taken against it. In making this
dctermination, the corporate structure itself, e.g., subsidiaries or operating divisions, should be
ignored, and enforcement actions taken against the corporation or any of its divisions,
subsidiaries, and affiliates should be considered. See USSG § 8C2.5(c) & comment.(n. 6).

VIL.  Charging a Corporation: The Value of Cooperation

A. General Principle: In determining whether to charge a corporation, that corporation's
timely and voluntary disclosure of wrongdoing and its cooperation with the government's
nvestigation may be relevant factors. In gauging the extent of the corporation's cooperation, the
prosecutor may consider, among other things, whether the corporation made a voluntary and
timely disclosure, and the corporation's willingness to provide relevant evidence and to identify
the culprits within the corporation, including senior executives.

B. Comment: In investigating wrongdoing by or within a corporation, a prosecutor is
likely to encounter several obstacles resulting from the nature of the corporation itself. It will
often be difficult to determine which individual took which action on behalf of the corporation.
Lines of authority and responsibility may be shared among operating divisions or departments,
and records and personnel may be spread throughout the United States or even among several
countries. Where the criminal conduct continued over an extended period of time, the culpable
or knowledgeable personnel may have been promoted, transferred, or fired, or they may have quit
or retired. Accordingly, a corporation's cooperation may be critical in identifying the culprits and
locating relevant evidence. Relevant considerations in determining whether a corporation has
cooperated are set forth helow.

1. Qualifying for Immunity, Amnesty or Pretrial Diversion

In some circumstances, granting a corporation immunity or amnesty or pretrial diversion
may be considered in the course of the government's investigation. In such circumstances,
prosecutors should refer to the principles governing non-prosecution agreements generally. See
USAM § 9-27.600-650. These principles permit a non-prosecution agreement in exchange for
cooperation when a corporation’s "timely cooperation appears to be necessary to the public
interest and other means of obtaining the desired cooperation are unavailable or would not be
effective.” Prosecutors should note that in the case of national or multi-national corporations,
multi-district or global agreements may be necessary. Such agreements may only be entered into
with the approval of each affected district or the appropriate Department official. See USAM
§9-27.641.
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In addition, the Department, in conjunction with regulatory agencies and other executive
branch departments, encourages corporations, as part of their compliance programs, to conduct
internal investigations and to disclose their findings to the appropriate authorities. Some
agencies, such as the Securities and Exchange Commission and the Environmental Protection
Agency, as well as the Department's Environmental and Natural Resources Division, have formal
voluntary disclosure programs in which self-reporting, coupled with remediation and additional
criteria, may qualify the corporation for amnesty or reduced sanctions. Even in the absence of a
formal program, prosecutors may consider a corporation’s timely and voluntary disclosure in
evaluating the adequacy of the corporation's compliance program and its management's
commitment to the compliance program. However, prosecution and economic policies specific
to the industry or statute may require prosecution notwithstanding a corporation’s willingness to
cooperate. For example, the Antitrust Division offers amnesty only to the first corporation to
agree to cooperate. This creates a strong incentive for corporations participating in
anti-competitive conduct to be the first to cooperate. In addition, amnesty, immunity, or reduced
sanctions may not be appropriate where the corporation's business is permeated with fraud or
other crimes.

2. Waiving Attorney-Client and Work Product Protections?

The attorney-client and work product protections serve an extremely important function
in the U.S. legal system. The attorney-client privilege is one of the oldest and most sacrosanct
privileges under U.S. law. See Upjohn v. United States, 449 U.S. 383, 389 (1976). As the
Supreme Court has stated “its purpose is to encourage full and frank communication between
attorneys and their clients and thereby promote broader public interests in the observance of law
and administration of justice.” /d. The work product doctrine also serves similarly important
interests.

Waiver of attorney-client and work product protections is not a prerequisite to a finding
that a company has cooperated in the government’s investigation. However, a company’s
disclosure of privileged information may permit the government to expedite its investigation. In
addition, the disclosure of privileged information may be critical in cnabling the government to
evaluate the accuracy and completeness of the company’s voluntary disclosure.

Prosecutors may only request waiver of attorney-client or work product protections when
there is a legitimate need for the privileged information to fulfill their law enforcement
obligations. A legitimate need for the information is not established by concluding it is merely

* The Sentencing Guidelines reward voluntary disclosure and cooperation with a
reduction in the corporation's offense level. See USSG §8C2.5(g). The reference to
consideration of a corporation’s waiver of attorney-client and work product protections in
reducing a corporation’s culpability score in Application Note 12, was deleted effective
November 1, 2006. See USSG §8C2.5(g), comment. (n.12).
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desirable or convenient to obtain privileged information. The test requires a careful balancing of
important policy considerations underlying the atiorney-client privilege and work product
doctrine and the law enforcement needs of the government's investigation.

Whether there is a legitimate need depends upon:

(1) the likelihood and degree to which the privileged information will benefit the
government’s investigation;

(2) whether the information sought can be obtained in a timely and complete fashion by
using alternative means that do not require waiver;

(3) the completeness of the voluntary disclosure already provided; and
(4) the collateral consequences to a corporation of a waiver.

If a legitimate need exists, prosecutors should seek the least intrusive waiver necessary 1o
conduct a complete and thorough investigation, and should follow a step-by-step approach to
requesting informatjon. Prosecutors should first request purely factual information, which may
or may nol be privileged, relating to the underlying misconduct (“Category 17). Examples of
Category I information could include, without limitation, copies of key documents, witness
statements, or purely factual interview memoranda regarding the underlying misconduct,
organization charts created by company counsel, factua) chronologics, factual summaries, or
reports (or portions thereof) containing investigative facts documented by counsel.

Before requesting that a corporation waive the attomey-client or work product protections
for Category | information, prosecutors must obtain written authorization from the United States
Attorney who must provide a copy of the request to, and consult with, the Assistant Attorney
General for the Criminal Division before granting or denying the request. A prosecutor’s request
to the United States Attorney for authorization to seek a waiver must set forth law enforcement’s
legitimate necd for the information and identify the scope of the waiver sought. A copy of each
waiver request and authorization for Category 1 information must be maintained in the files of the
United States Attorney. If the request is authorized, the United States Attorney must
communicate the request in writing to the corporation,

A corporation’s response to the government’s request for waiver of privilege for Category
I information may be considered in determining whether a corporation has cooperated in the
government’s investigation.
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Only if the purely factual information provides an incomplete basis to conduct a thorough
investigation should prosecutors then request that the corporation provide attorney-client
communications or non-factual attorney work product (“Category II”). This information includes
legal advice given to the corporation before, during, and after the underlying misconduct
occurred.

This category of privileged information might include the production of attorney notes,
memoranda or reports (or portions thereof) containing counsel’s mental impressions and
conclusions, legal determinations rcached as a result of an internal investigation, or legal advice
given to the corporation.

Prosecutors are cautioned that Category Il information should only be sought in rare
circumstances.

Before requesting that a corporation waive the attorney-client or work product protections
for Category II information, the United States Attorney must obtain written authorization from
the Deputy Attorney General. A United States Attorney’s request for authorization to seek a
waiver must set forth law enforcement’s legitimale need for the information and identify the
scope of the waiver sought. A copy of each waiver request and authorization for Category Il
information must be maintained in the files of the Deputy Attorney General. If the request is
authorized, the United States Attorney must communicate the request in writing to the
corporation,

If a corporation declines to provide a waiver for Category II information after a written
request from the United States Attorney, proseculors must not consider this declination apainst
the corporation in making a charging decision. Prosecutors may always favorably consider a
corporation’s acquiescence to the government’s waiver request in determining whether a
corporation has cooperated in the government’s investigation.

Requests for Category I information requiring the approval of the Deputy Attorney
General do not include:

(1) legal advice contemporaneous to the underlying misconduct when the corporation or
one of its employees is relying upon an advice-of-counsel defense; and

(2) legal advice or communications in furtherance of a crime or fraud, coming within the
crime-fraud exception to the attorney-client privilege.

In these two instances, prosecutors should follow the authorization process established for
requesting waiver for Category I information.
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For federal prosecutors in litigating Divisions within Main Justice, waiver requests for
Category I information must be submitted for approval to the Assistant Attorney General of the
Division and waiver requests for Category 1l information must be submitted by the Assistant
Attorney General for approval to the Deputy Attorney General. If the request is authorized, the
Assistant Attorney General must communicate the request in writing to the corporation.

Federal prosecutors are not required to obtain authorization if the corporation voluntarily
offers privileged documents without a request by the government. However, voluntary waivers
must be reported to the United States Attorney or the Assistant Attorney General in the Division
where the case originated. A record of these reperts must be maintained in the files of that
office.

3. Shielding Culpable Employees and Agents

Another factor to be weighed by the prosecutor is whether the corporation appears to be
protecting its culpable employees and agents. Thus, while cases will differ depending on the
circumstances, a corporation's promise of support 1o culpable employees and agents, e.g., through
retaining the employees without sanction for their misconduct or through providing information
to the employees about the government's investigation pursuant to a joint defense agreement,
may be considered by the prosecutor in weighing the exient and value of a corporation's
cooperation.

Prosecutors generally should not take into account whether a corporation is advancing
attorneys’ fees to employees or agents under investigation and indictment. Many state
indemnification statutes grant corporations the power to advance the legal fees of officers under
investigation prior to a formal determination of guilt. As a consequence, many corporations enter
into contractual obligations to advance attorneys’ fees through provisions contained in their
corporate charters, bylaws or employment agreements. Therefore, a corporation’s compliance
with governing state law and its contractual obligations cannot be considered a failure to
cooperate.” This prohibition is not meant to prevent a prosecutor from asking questions about an

* In extremely rare cases, the advancement of attorneys’ fees may be taken into account
when the totality of the circumstances show that it was intended to impede a criminal
investigation. In these cases, fee advancement is considered with many other telling facts to
make a determination that the corporation is acting improperly to shield itself and its culpable
employees from government scrutiny. See discussion in Brief of Appellant-United States, United
States v. Smith and Watson, No. 06-3999-cr (2d Cir. Nov. 6, 2006). Where these circumstances
exist, approval must be obtained from the Deputy Attorney General before prosecutors may
consider this factor in their charging decisions. Prosecutors should follow the authorization
process established for waiver requests of Category Il information (see section VII-2, infra).
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attorney’s representation of a corporation or its employees.”
4. Obstructing the Investigation

Another factor to be weighed by the prosecutor is whether the corporation, while
purporting to cooperate, has engaged in conduct intended to impede the investigation (whether or
not rising to the level of criminal obstruction). Examples of such conduct include: overly broad
assertions of corporate representation of employees or former employees; overly broad or
frivolous assertions of privilege to withhold the disclosure of relevant, non-privileged
documents; inappropriate directions to cmployees or their counsel, such as directions not to
cooperate openly and fully with the investigation including, for example, the direction to decline
to be interviewed: making presentations or submissions that contain misleading assertions or
omissions; incomplete or delayed production of records; and failure to promptly disclose illegal
conduct known to the corporation.

5. Offering Cooperation: No Entitlement to Immunity

Finally, a corporation's offer of cooperation does not automatically entitle it to immunity
from prosecution. A corporation should not be able to escape liability merely by offering up its
directors, officers, employees, or agents as in lieu of its own prosecution. Thus, a corporation's
willingness to cooperate is merely one relevant factor, that needs to be considered in conjunction
with the other factors, particularly those relating to the corporation’s past history and the role of
management in the wrongdoing.

VIII. Charging a Corporation: Corporate Compliance Programs

A. General Principle: Compliance programs are established by corporate management to
prevent and to detect misconduct and to ensurc that corporate activities are conducted in
accordance with all applicable criminal and civil laws, regulations, and rules. The Department
encourages such corporate selt-policing, including voluntary disclosures to the government of
any problems that a corporation discovers on its cwn. However, the existence of a compliance
program is not sufficient, in and of itself, to justify not charging a corporation for criminal
conduct undertaken by its officers, directors, employees, or agents. Indeed, the commission of
such crimes in the face of a compliance program may suggest that the corporate management is

* Routine questions regarding the representation status of a corporation and its
employees, including how and by whom attorneys’ fees are paid, frequently arise in the course of
an investigation. They may be necessary to assess other issues, such as conflict-of-interest. Such
questions are appropriate and this guidance is not intcnded to prohibit such inquiry.
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not adequately enforcing its program. In addition, the nature of some crimes, e.g., antitrust
violations, may be such that national law enforcement policies mandate prosecutions of
corporations notwithstanding the existence of a compliance program.

B. Comment: A corporate compliance program, even one specifically prohibiting the
very conduct in question, does not absolve the corporation from criminal liability under the
doctrine of respondeat superior. See United States v. Basic Construction Co., 711 F.2d 570 (4*
Cir. 1983) ("|A] corporaticn may be held criminally responsible for antitrust violations
committed by its employces if they were acting within the scope of their authority, or apparent
authority, and for the benefit of the corporation, even if... such acts were against corporate policy
or express instructions."). In United States v. Potier, 463 F.3d 9, 25-26 (1* Cir. According to the
court, a corporation cannot “avoid liability by adopting abstract rules” that forbid its agents from
engaging in illegai acts; “even a specilic directive to an agent or employec or honest efforts to
police such rules do not automatically frce the company for the wrongful acts of agents.”
Similarly, in United States v. Hilton Hotels Corp., 467 F.2d 1000 (9" Cir. 1972), cert. denied,
409 U.S. 1125 (1973), the Ninth Circuit affirmed antitrust liability based upon a purchasing agent
for a single hotel threatening a single supplicr with a boycott unless it paid dues to a local
marketing association, even though the agent's actions were contrary to corporate policy and
direcily against express instructions from his superiors. The court reasoned that Congress, in
enacting the Sherman Antitrust Act, "intended to impose liability upon business entities for the
acts of those to whom they choose to delegate the conduct of their affairs, thus stimulating a
maximum effort by owners and managers to assure adherence by such agents to the requirements
of the Act.® It concluded that "general policy statements” and even direct instructions from the
agent's superiors were not sufficient; "Appellant could not gain exculpation by issuing general
instructions without undertaking to enforce those instructions by means commensurate with the
obvious risks." See also United States v. Beusch, 596 F.2d 871, 878 (9™ Cir. 1979) ("[A)
corporation may be liable for the acts of its employees done contrary to express instructions and
policies, but ... the existence of such instructions and policies may be considered in determining
whether the employee in fact acted to benefit the corporation."); United States v. American
Radiator & Standard Sanitary Corp., 433 ¥.2d 174 (3" Cir. 1970) (affirming conviction of
corporation based upon its officer's participation in price-fixing scheme, despite corporation's
defense that officer’s conduct violated its "rigid anti-fraternization policy” against any
socialization (and exchange of price information) with its competitors; "When the act of the
agent is within the scope of his employment or his apparent authority, the corporation is held

* Although this case and Basic Construction are both antitrust cases, their reasoning
applies to other criminal violations. In the Hilton case, for instance, the Ninth Circuit noted that
Sherman Act violations are commercial offenses "usually motivated by a desire 1o enhance
profits,” thus, bringing the case within the normal rule that a "purpose to benefit the corporation
is necessary to bring the agent's acts within the scope of his employment.” 467 F.2d at 1006 &
n4. In addition, in United States v. Automated Medical Laboratories, 770 F.2d 399, 406 n.5 (4th
Cir. 1985), the Fourth Circuit stated "that Basic Construction states a generally applicable rule on
corporate criminal liability despite the fact that it addresses violations of the antitrust laws."

4L0.
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legally responsible for it, although what he did may be contrary to his actual instructions and may
be unlawful.™). '

While the Department recognizes that no compliance program can ever prevent all
criminal activity by a corporation's cmployees, the critical factors in evaluating any program are
whether the program is adequately designed for maximum effectiveness in preventing and
detecting wrongdoing by employees and whether corporale management is enforcing the program
or is tacitly encouraging or pressuring employees to engage in misconduct to achieve business
objectives. The Department has no formal guidelines for corporate compliance programs. The
fundamental questions any prosecutor should ask are: "Is the corporation's compliance program
well designed?" and "Does the corporation's compliance program work?" In answering these
questions, the prosccutor should consider the comprehensiveness of the compliance program; the
extent and pervasiveness of the criminal conduct; the number and level of the corporate
employees involved; the seriousness, duration, and frequency of the misconduct; and any
remedial actions taken by the corporation, including restitution, disciplinary action, and revisions
to corporate compliance programs.® Prosecutors should also consider the promptness of any
disclosure of wrongdoing to the government and the corporation's cooperation in the
government's investigation. In evaluating compliance programs, prosecutors may consider
whether the corporation has established corporate governance mechanisms that can effectively
detect and prevent misconduct. For example, do the corporation’s directors exercise independent
review over proposed corporate actions rather than unquestioningly ratifying officers’
recommendations; are the directors provided with information sufficient to enable the exercise of
independent judgment, arc internal audit functions conducted at a level sufficient to ensure their
independence and accuracy and have the directors established an information and reporting
system in the organization reasonably designed to provide management and the board of directors
with timely and accurate information sufficient to allow them to reach an informed decision
regarding the organization's compliance with the law. /n re: Caremark, 698 A .2d 959 (Del. Ct.
Chan. 1996).

Prosecutors should therefore attemipt to determine whether a corporation's compliance
program is merely a "paper program” or whether it was designed and implemented in an effective
manner. In addition, prosecutors should determine whether the corporation has provided for a
staff sufficient to audit, document, analyze, and utilize the results of the corporation’s compliance
efforts. In addition, prosecutors should determine whether the corporation’s employees are
adequately informed about the compliance program and are convinced of the corporation’s
commitment to it. This will enable the prosecutor to make an informed decision as to whether
the corporation has adopted and implemented a truly effective compliance program that, when
consistent with other federal law enforcement policics, may result in a decision to charge only the
corporation's employees and agents.

¢ For a detailed review of these and other factors concerning corporate compliance
programs, see USSG §8B2.1.

LA



-15-

Compliance programs should be designed to detect the particular types of misconduct
most likely to occur in a particular corporation's line of business. Many corporations operate in
complex regulatory environments outside the normal experience of criminal prosecutors.
Accordingly, prosecutors should consult with relevant federal and state agencies with the
expertise to evaluate the adequacy of a program’s design and implementation. For instance, state
and federal barking, insurance, and medical boards, the Department of Delense, the Department
of Health and Human Services, the Environmental Protection Agency, and the Securities and
Exchange Commission have considerable experience with compliance programs and can be very
helpful to a prasecutor in evaluating such programs. 1n addition. the Fraud Section of the
Criminal Division, the Commercial Litigation Branch of the Civil Division, and the
Environmental Crimes Section of the Environment and Natural Resources Division can assist
U.S. Attorneys' Offices in finding the appropriate agency office and in providing copies of
compliance programs that were developed in previous cases.

IX.  Charging a Corporation: Restitution and Remediation

A. General Principle: Although ncither a corporation nor an individual target may avoid
prosecution merely by paying a sum of money, a proseculor may consider the corporation's
willingness to make restitution and steps alrcady taken to do so. A prosccutor may also consider
other remedial actions, such as implementing an effective corporate compliance program,
improving an existing compliance program, and disciplining wrongdoers, in determining whether
to charge the corporation.

B. Comment: In determining whether or not a corporation should be prosecuted. a
prosecutor may consider whether meaningful remedial measures have been taken, including
employee discipline and full restitution. A corporation’s response to misconduct says much
about its willingness to ensure that such misconduct does not recur. Thus, corporations that fully
recognize the seriousness of their misconduct and accept responsibility for it should be taking
steps to implement the personnel, operational, and organizational changes necessary to establish
an awareness among employees that criminal conduct will not be tolerated. Among the factors
prosecutors should consider and weigh are whether the corporation appropriately disciplined the
wrongdoers and disclosed information concerning their illegal conduct to the government.

Employee discipline is a difficult task for many corporations because of the human
element involved and sometimes because of the seniority of the employees concerned. While
corporations need to be fair to their employees, they must also be unequivocally committed, at all
levels of the corporation, to the highest standards of legal and ethical behavior. Effective internal
discipline can be a powerful deterrent against improper behavior by a corporation's employees.

In evaluating a corporation's response to wrongdoing, prosecutors may cvaluate the willingness
of the corporation to discipline culpable employees of all ranks and the adequacy of the
discipline imposed. The prosecutor should be satisfied that the corporation’s focus is on the
integrity and credibility of its remedial and disciplinary measures rather than on the protection of
the wrongdoers.
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In addition to employee discipline, two other factors used in evaluating a corporation's
remedial efforts are restitution and reform. As with natural persons, the decision whether or not
to prosecute should not depend upon the target's ability to pay restitution. A corporation's efforts
to pay restitution even in advance of any court order is, however, evidence of its "acceptance of
responsibility” and, consistent with the practices and policies of the appropriate Division of the
Department entrusted with enforcing specific criminal laws, may be considered in determining
whether to bring criminal charges. Similarly, although the inadequacy of a corporate compliance
program is a factor to consider when deciding whether to charge a corporation, that corporation’s
quick recognition of the flaws in the program and its efforts to improve the program are also
factors 1o consider.

X. Charging a Corporation: Collateral Consequences

A. General Principle: Prosecutors may consider the collateral consequences of a corporate
criminal conviction in determining whether to charge the corporation with a criminal offense.

B. Comment: One of the factors in determining whether to charge a natural person or a
corporation is whether the likely punishment is appropriate given the nature and seriousness of
the crime. In the corporate context, prosecutors may take into account the possibly substantial
consequences to a corporation's officers, directors, employees, and sharcholders, many of whom
may, depending on the size and nature (e.g., publicly vs. closely held) of the corporation and their
role 1n its operations, have played no role in the criminal conduct, have been completely unaware
of it, or have been wholly unable to prevent it. Prosecutors should also be aware of non-penal
sanctions that may accompany a criminal charge, such as potential suspension or debarment from
eligibility for government contracts or federal funded programs such as health care. Whcther or
not such non-penal sanctions arc appropriate or required in a particular case is the responsibility
of the relevant agency, a decision that will be made based on the applicable statutes, regulations,
and policies.

Virtually every conviction of a corporation, like virtually every conviction of an
individual, will have an impact on innocent third parties, and the mere existence ol such an effect
is not sufficient to preclude prosecution of the corporation. Therefore, in evaluating the severity
of collateral consequences, various factors alrcady discussed, such as the pervasiveness of the
criminal conduct and the adequacy of the corporation's compliance programs, should be
considered in determining the weight to be given to this factor. For instance, the balance may tip
in favor of prosecuting corporations in situations where the scope of the misconduct in a case is
widespread and sustained within a corporate division (or spread throughout pockets of the
corporate organization). In such cases, the possible unfairness of visiting punishment for the
corporation's crimes upon shareholders may be of much less concern where those shareholders
have substantially profited, even unknowingly, from widespread or pervasive criminal activity.
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Similarly, where the top layers of the corporation's management or the shareholders of a
closely-held corporation were engaged in or aware of the wrongdoing and the conduct at issue
was accepted as a way of doing business for an extended period, debarment may be deemed not
collateral, but a direct and entirely appropriate consequence of the corporation’s wrongdoing.

The appropriateness of considering such collateral conscquences and the weight to be
given them may depend on the special policy concerns discussed in section 11, supra.

XI.  Charging a Corporation: Non-Criminal Alternatives

A. General Principle: Non-criminal alteratives to prosecution often exist and prosecutors
may consider whether such sanctions would adequately deter, punish, and rehabilitate a
corporation that has engaged in wrongful conduct. In evaluating the adequacy of non-criminal
alternatives to prosecution, e.g., civil or regulatory enforcement actions, the prosecutor may
consider all relevant factors, including:

1. the sanctions available under the alternative means of disposition;
2. the likelihood that an effective sanction will be imposed; and
3. the effect of non-criminal disposition on federal law enforcement interests.

B. Comment: The primary goals of criminal law are deterrence, punishment, and
rehabilitation. Non-criminal sanctions may not be an appropriate response to an egregious
violation, a pattern of wrongdoing, or a history of non-criminal sanctions without proper
remediation. In other cases, however, these goals may be satisfied without the necessity of
instituting criminal procecdings. In determining whether federal criminal charges are
appropriate, the prosecutor should consider the same factors (modified appropriately for the
regulatory context) considered when determining whether to leave prosecution of a natural
person to another jurisdiction or to seek non-criminal alternatives to prosecution. These factors
include: the strength of the regulatory authority's interest; the regulatory authority's ability and
willingness to take effective enforcement action; the probable sanction if the regulatory
authority's enforcement action is upheld; and the effect of a non-criminal disposition on federal
law enforcement interests. See USAM §§ 9-27.240, 9-27.250.

XIl.  Charging a Corporation: Selecting Charges
A. General Principle: Once a prosecutor has decided to charge a corporation, the

prosecutor should charge, or should recommend that the grand jury charge, the most serious
offense that is consistent with the nature of the defendant's conduct and that is likely to result in a

sustainable conviction.
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B. Comment: Once the decision to charge is made, the same rules as govern charging
natural persons apply. These rules require "a faithful and honest application of the Sentencing
Guidelines" and an "individualized assessment of the extent to which particular charges fit the
specific circumstances of the case, are consistent with the purposes of the federal criminal code,
and maximize the impact of federal resources on crime.” See USAM § 9-27.300. In making this
determination, "it is appropriate that the attorney for the government consider, inter alia, such
factors as the sentencing guideline range yielded by the charge. whether the penalty yielded by
such sentencing range ... is proportional to the seriousness of the defendant's conduct, and
whether the charge achieves such purposes of the criminal law as punishment, protection of the
public, specific and general deterrence, and rehabilitation.” See Attorney General's
Memorandum, dated October 12, 1993,

XIII. Plea Agreements with Corporations

A. General Principle: In negotiating plea agreements with corporations, prosecutors
should seck a plea to the most serious, readily provable offense charged. In addition, the terms of
the plea agreement should contain appropriate provisions to ensure punishment, deterrence,
rehabilitation, and compliance with the plea agreement in the corporate context. Although
special circumstances may mandate a diffcrent conclusion, prosccutors generally should not
agree to accept a corporate guilty plea in exchange for non-prosecution or dismissal of charges
against individual officers and employees.

B. Comment: Prosecutors may enter into plea agreements with corporations for the same
reasons and under the same constraints as apply to plea agreements with natural persons. See
USAM §§ 9-27.400-500. This means, inter alia, that the corporation should be required to plead
guilty to the most serious, readily provable offense charged. As is the case with individuals, the
attorney making this determination should do so "on the basis of an individualized assessment of
the extent to which particular charges fit the specific circumstances of the case, are consistent
with the purposes of the federal criminal code, and maximize the impact of federal resources on
crime. In making this determination, the attormey for the government considers, inter alia, such
factors as the sentencing guideline range yielded by the charge, whether the penalty yielded by
such sentencing range ... is proportional to the seriousness of the defendant's conduct, and
whether the charge achieves such purposes of the criminal law as punishment, protection of the
public, specific and general deterrence, and rehabilitation." See Attorney General's
Memorandum, dated October 12, 1993. In addition, any negotiated departures from the
Sentencing Guidelines must be justifiable under the Guidelines and must be disclosed to the
sentencing court, A corporation should be made to realize that pleading guilty to criminal
charges constitutes an admission of guilt and not merely a resolution of an inconvenient
distraction from its business. As with natural persons, pleas should be structured so that the
corporation may not later "proclaim lack of culpability or even complete innocence.” See USAM
§§ 9-27.420(b)4), 9-27.440, 9-27.500. Thus, for instance, there should be placed upon the
record a sufficient factual basis for the plea to prevent later corporate assertions of innocence.

- 155 -



-19-

A corporate plea agreement should also contain provisions that recognize the nature of
the corporate "person” and ensure that the principles of punishment, deterrence, and
rehabilitation are met. In the corporate context, punishment and deterrence are generally
accomplished by substantial fines, mandatory restitution, and institution of appropriate
compliance measures, including, if necessary, continued judicial oversight or the use of special
masters. See USSG §§ 8B1.1, 8C2.1, er seq. In addition, where the corporation is a government
contractor, permanent or temporary debarment may be appropriate. Where the corporation was
engaged in government contracting fraud, a prosecutor may not negotiate away an agency's right
to debar or to list the corporate defendant.

In negotiating a plea agreement, prosecutors should also consider the deterrent value of
prosccutions of individuals within the corporation. Therefore, one factor that a prosecutor may
consider in determining whether to cnter into a plea agreement is whether the corporation is
seeking immunity for its employees and officers or whether the corporation is willing to
cooperate in the investigation of culpable individuals. Prosecutors should rarely negotiate away
individual criminal liability in a corporate plea.

Rehabilitation, of course, requires that the corporation undertake to be law-abiding in the
future. It is, therefore, appropriate 1o require the corporation, as a condition of probation, 1o
implement a compliance program or to reform an existing one. As discussed above, prosecutors
may consult with the appropriate state and federal agencies and components of the Justice
Department to ensure that a proposed compliance program is adequate and meets industry
standards and best practices. See section VIII, supra.

In plea agreements in which the corporation agrees to cooperate, the prosecutor should
ensure that the cooperation is complete and truthful. To do so, the prosecutor may request that
the corporation waive attorney-client and work product protection, make employees and agents
available for debriefing, disclose the results of its internal investigation, file appropriate certified
financial statements, agree to governmental or third-party audits, and take whatever other steps
are neccessary to ensure that the full scope of the corporate wrongdoing is disclosed and that the
responsible culprits are identified and, if appropriate, prosecuted. Sce generally section VII,
supra.

‘This memorandum provides only internal Department of Justice guidance. It is not
intended to, does not, and may not be relied upon to create any rights, substantive or procedural,
enforceable at law by any party in any matier civil or criminal. Nor are any limitations hereby
placed on otherwise lawful litigative prerogatives of the Department of Justice.
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The Justice Department today issued new guidelines meant to gird attorney-client privilege and defendant rights in
corporate investigations, a step many in the business and legal communities welcomed guardedly.

The department’s policies on corporate investigations have shifted five times in the last decade, drawing pique from the
white-collar bar, the American Bar Association, a number of former Attorneys General and the U.S. Chamber of
Commerce, among others. Congress is considering legislation that would pin them down for good.

The announcement, made by Deputy Attorney General Mark Filip at the New York Stock Exchange, came on the same day
the U.S. Court of Appeals for the Second Circuit threw out charges against former executives at accounting firm KPMG,
finding that prosecutors violated the defendants’ rights.

Filip, who first outlined the revisions in a letter to the Senate Judiciary Committee last month, declined to comment on
the KPMG ruling. “T haven’t read it yet. I don’t want to speak precipitously,” he said. In that case, the lower court found
that prosecutors improperly pressured KPMG to break its practice of funding the legal defense of its employees. U.S.
District Judge Lewis Kaplan (S.D.N.Y.) dismissed conspiracy and tax evasion charges against 13 employees, ruling that
prosecutors violated their Sixth Amendment right to counsel. Today, the Second Circuit upheld his decision.

The new guidelines, the second revision in less than two years, bar prosecutors from evaluating a corporation's
cooperation based on whether it is covering attorney's fees for its employees. The other key change deals with attorney-
client privilege.

Filip said cooperation in criminal investigations will no longer depend on a corporation’s waiver of attorney-client
privilege or disclosure of attorney work product. And in no instance may federal prosecutors demand attorney-client
communications or work product, he said.

The guidelines also state that the Justice Department will no longer base cooperation on whether companies discipline or
sanction employees involved in wrongdoing, nor will the department penalize corporations that have entered into joint
defense agreements, provided they refrain from sharing information the Justice Department disclosed in confidence.

The changes will be effective immediately, Filip said. They will be added to the U.S. attorney’s manual, giving them added
gravity. “The U.S attorney’s manual is...a big deal in the prosecutorial community,” Filip said.

A bill pending in the Senate would incorporate many of the same changes, but the Justice Department has opposed it. The
House approved its own version of the bill last year. Filip today said that legislation “tends to be terse in how it treats these
issues” and that Congress was too busy to tackle the issue immediately.

“We’re best positioned to get it right, to refine it if necessary,” Filip said.

Winston & Strawn partner William Sullivan, a white-collar attorney who twice has testified before Congress on the issue,
said the revisions were a welcomed step, but he criticized the department for its reluctance to implement them.

"Such enlightenment was only achieved after years of criticism levied by the white-collar bar, the American Bar
Association, a number of former Attorneys General, the U.S. Chamber of Commerce, and various business organizations,”
he said, adding that legislation was necessary to prevent a backslide in department policy.

The American Bar Association also applauded the guidelines but said they were a poor substitute for legislation that would
give the reforms “the force of law.”

“That policy cannot, standing alone, reverse the widespread ‘culture of waiver’ created by all these federal policies—a
culture that is seriously undermining both the confidential attorney-client relationship and basic employee rights in the
corporate community,” said ABA President H. Thomas Wells Jr.
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Hewlett-Packard Spied on Writers in Leaks

By DAMON DARLIN
Published: September 8, 2006
SIGN IN TO E-MAIL
THIS
Correction Appended
PRINT
Related
REPRINTS
Report of Corporate Changes I SAN FRANCISCO, Sept. 7 — The
California attorney general’s SAVE
Report of Corporate Changes II investigation into the purloining of ARTICLE TODLS
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private phone records by agents of THE SECRET
Hewlett-Packard has revealed that the
monitoring effort began earlier than
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previously indicated and included journalists as targets.

The targets included nine journalists who have covered Hewlett-Packard, including one
from The New York Times, the company said.
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E-MAILED = BLOG
The company said this week that its board had hired private investigators to identify
1. State of the
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directors leaking information to the press and that those investigators had posed as board
members — a technique known as pretexting — to gain access to their personal phone

records. 3. Fromthel

s ‘ 4. 13,000 Int
| In acknowledging Thursday that journalists’ records had also been obtained, the company Drive

said it was apologizing to each one. “H.P. is dismayed that the phone records of journalists 5. Tesla Says

were accessed without their knowledge,” a company spokesman, Michael Moeller, said. All-Electric

6. Google'sN

In an interview Thursday about the state’s criminal investigation of the Hewlett-Packard 7. Pogue's Po

matter, Attorney General Bill Lockyer said, “A crime was committed.” But he added: “It is 8. Basics: Ho
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unclear how strong the case is. Who is charged and for what is still an open question.” Tolerate Vis

9. Lending Alt

Mr. Lockyer said search warrants would be issued to obtain the records of Internet service
10. Study Warn

providers in an attempt to trace the identities of the imposters. He said Hewlett-Packard

Go to Complete Lis

was cooperating with the investigation into what he said was the first California case of a
major corporation using such methods to obtain phone records.

An investigator with direct knowledge of the state’s inquiry characterized the list of targets The New Yorl
as “extensive,” though that person would not elaborate. It could contain people other than
journalists or directors.

The California attorney general's office said the records of John Markoff, a reporter for
The Times in San Francisco, were a "target of the pretexting” in 2005.

Two other news organizations, the online technology news service CNET and The Wall )
Five break
Also in Movies:

Busting into the
Anatomy of a s¢
Oliver Stone's ™

records had begun in January 2006 after an article appeared on CNET with accounts of a S

Street Journal, said they had learned that their reporters had also been targets.

A top Hewlett-Packard official indicated earlier this week that the effort to obtain phone

Hewlett-Packard management meeting. Those revelations prompted H.P.’s chairwoman,
Patricia C. Dunn, to order an investigation of leaks, and the company has conceded that
subterfuge was used by a subcontractor to gain phone records in the investigation. ADVERTISEMENTS

Need to know mo

Hewlett-Packard has refused to publicly disclose the names of the consulting firm it hired ?,?,::: % off home

or the subcontractor that was used to pretext the records. The company has said that the
outside consulting firm was instructed to conduct its investigation according to law and
that the firm had told H.P. that its techniques were legal.

In May, that investigation identified the board’s longest-serving member, George A.

Keyworth II, as the source of the leak. He rebuffed a request to resign, but the company

said he would not be renominated. Thomas J. Perkins, another board member, resigned in INSIDE NYTIME
anger over the way the investigation was conducted. His efforts to get the company to

acknowledge the reason for his departure led to this week’s disclosures.

There had been earlier concerns at the company about leaks around the time of Carleton S.
Fiorina’s dismissal as chief executive in early 2005. An investigation at that time, however,
was only known to have involved interviews of board members.

Viet D. Dinh, Mr. Perkins’s lawyer, said Thursday, “If it is true that the pretexting started
before January 2006 and dated back to 2005, it would suggest a deeper and more
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troubling chain of events than the hiring of third-party pretexters and would reach much

higher to persons responsible at H.P.”

By Mr. Perkins’s account, only the law firm of Wilson Sonsini Goodrich & Rosati, a
powerful Silicon Valley law firm and outside counsel for Hewlett-Packard, conducted

investigations into leaks in 2005.

A spokeswoman for the law firm, Courtney Dorman, said the firm “absolutely, definitely
did not” use pretexting or hire anyone who did pretexting during the firm’s informal
investigation of directors in 2005.

Mr. Moeller said Thursday that the company’s statements about the pretexting had never
confined those events to 2006.

A lawyer for The New York Times, David McCraw, said on Thursday evening, “We are
deeply concerned by reports that the rights of one of our reporters were violated.”

“To the extent that this is a criminal matter, we will cooperate with authorities to make
sure any wrongdoing is prosecuted,” he said. “To the extent it is a civil matter, we will
pursue whatever legal recourse is available. We expect as an initial step that H.P. will make
a prompt and full disclosure of what took place in regards to our reporter.”

CNET said Thursday that phone records of two of its reporters, Dawn Kawamoto and Tom
Krazit, had also been obtained. It said access to Ms. Kawamoto's records had been gained
from the same Internet address used by the person who accessed the phone records of Mr.
Perkins. A caller used the last four digits of her husband's Social Security number to
establish an online account with AT&T to view the records. Access was gained on one date,
in late January 2006, it said.

A CNET spokeswoman, Sarah Cain, said: "These actions not only violated the privacy
rights of our employee, but also the rights of all reporters to protect their confidential
sources."

An article in The Wall Street Journal said records of its reporter, Pui-Wing Tam, had also
been a target of pretexting activity. A spokesman for Dow Jones, owner of The Wall Street
Journal, declined to comment.

Investor reaction to the Hewlett-Packard board furor has been muted. The company’s
stock closed Thursday at $35.42, down 2.85 percent from its close before news of the
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Hurd, the chief executive, spoke and answered questions Wednesday, no securities analyst
asked about the problems.

Correction: Sept. 9, 2006

An article in Business Day yesterday about the purloining of private phone records in a
Hewlett-Packard investigation of news leaks misattributed a disclosure that a reporter
for The New York Times, John Markoff, was a target of the effort. The information came
from the California attorney general’s office, not a lawyer for AT&T.
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January 12, 2007

United States Department of Justice
United States Attorney Kevin V. Ryan
Northern District of California

11th Floor, Federal Building

450 Golden Gate Avenue, Box 36055
San Francisco, California 94102
(415) 436-7200

FAX: (415) 436-7234

CONTACT: Luke Macaulay

(415) 436-6757
Luke.Macaulay@usdoj.gov
WWW.USDOJ.GOV/USAO/CAN

First Conviction in Hewlett Packard Pretexting Investigation

SAN JOSE, CALIF. - The U.S. Attorney’s Office and the FBI for the Northern

District of California today announced that Bryan C. Wagner, 29, admitted in federal
court to using fraud and deceit in collecting personal telephone records of reporters
and Hewlett-Packard (HP) officials. In pleading guilty to two felony counts, Wagner
admitted today that he was paid as part of a conspiracy that made fraudulent use of
social security numbers and other confidential information to obtain the personal
phone records of reporters and HP officials, as well as the personal records of
these individuals’ family members.

A criminal information was filed on Wednesday charging Wagner with two felony
counts. According to the allegations, HP engaged the services of Security
Outsourcing Solutions (SOS), a security consulting company located in Boston,
Mass., to obtain information used in what has become know as the "Kona I" and
"Kona II" investigations. Kona | began in approximately April 2005 and Kona Il
started in approximately January 2006. According to court documents, one
objective of these investigations was to identify potential leaks from HP officials to
news reporters. Co-conspirators pursued a number of avenues during the
investigations including requesting and obtaining confidential personal information
of subjects they targeted, including the board members and journalists noted
above. According to the charges, SOS engaged the services of Action Research
Group (ARG), located in Melbourne, Fla., who in turn engaged the services of Mr.
Wagner to assist with obtaining confidential personal information for the Kona
investigations.

Wagner was charged with being a member of a conspiracy which gathered the
personal and confidential information of HP board members; news reporters at
CNET, the Wall Street Journal, the New York Times, and BusinessWeek; and the
family members of these board members and reporters.

Defendant Wagner, of Littleton, Colo., and Omaha, Neb., was charged in
participating in a conspiracy wherein conspirators a) targeted HP subjects as
potential leaks, b) collected and obtained Social Security numbers of many of the
Kona subjects, ¢) exchanged the confidential personal information with other co-
conspirators and others in order to obtain additional information, d) engaged in
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fraud and deceit by misrepresenting their identity to obtain additional confidential
information of the HP Kona subjects, and e) transmitted the confidential personal
information to others.

Wagner pleaded guilty today to a charge alleging that conspirators created email
accounts to establish online account access for the telephone services of HP Kona
subjects. Specifically, Wagner admitted that on March 8, 2006, he established an
online telephone service account in the name of a Wall Street Journal reporter and
fraudulently used the reporter’s social security number to access the reporter’s
personal telephone records.

Wagner was charged on January 10, 2007, with one count of aggravated identity
theft and one count of conspiracy to commit the following offenses: a) aggravated
identity theft, b) wire fraud, c) unauthorized computer access to information, d)
falsely representing an assigned social security number, and e) disclosing and
using a social security number. He pleaded guilty today to both counts in a plea
agreement that was filed under seal.

The maximum statutory penalty for conspiracy, in violation of 18 U.S.C. Section
371, is five years imprisonment, a fine of $250,000 or twice the value of the
property involved (whichever is greater), and three years supervised release. The
statutory penalty for aggravated identity theft, in violation of 18 U.S.C. Sections
1028A and 2, carries a mandatory minimum two years imprisonment, and a
maximum fine of $250,000 or twice the value of the property involved (whichever is
greater), and two years supervised release.

Mr. Wagner's sentencing hearing is scheduled for June 20, 2007 at 10:00 a.m.
before U.S. District Court Judge Jeremy Fogel. Mr. Wagner is not in custody.

This case is being prosecuted by the Computer Hacking and Intellectual Property
Unit (CHIP) of the U.S. Attorney’s Office for the Northern District of California. The
CHIP Unit, which is based in the San Jose branch of the U.S. Attorney’s Office,
was established in 2000 and was the first federal computer crimes prosecution unit
in a U.S. Attorney’s Office. This model has been followed in other offices and there
are now about twenty-five CHIP Units in U.S. Attorney’s Offices around the country.

Criminal Division Chief Mark Krotoski is the Assistant U.S. Attorney who is
prosecuting the case with the assistance of Lori Gomez and Katherine Huynh. The
prosecution is the result of an investigation by the FBI.

Further Information:

A copy of this press release may be found on the U.S. Attorney’s Office’s website
at www.usdoj.gov/usao/can.

Electronic court filings and further procedural and docket information are available
at https://ecf.cand.uscourts.gov/cgi-bin/login.pl.

Judges’ calendars with schedules for upcoming court hearings can be viewed on
the court’s website at www.cand.uscourts.gov.

All press inquiries to the U.S. Attorney’s Office should be directed to Luke
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Macaulay at (415) 436-6757 or by email at Luke. Macaulay@usdoj.gov.
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