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The purpose of this article is to assist the reader 
in understanding the importance of a company’s 
trade secrets in today’s business climate, the threat 
to those secrets through a variety of deliberate 
misappropriations and inadvertent disclosures, and 
how a trade secret audit is the first line of defense to 
protecting the company’s valuable trade secrets.

Background

In 1979, the National Conference of Commissioners 
on Uniform State Laws promulgated the Uniform 
Trade Secrets Act (UTSA)1 for the purpose of bringing 
uniformity to the patchwork of trade secret laws of the 
various states. This Uniform Act has been adopted 
by every state, United States territory and the District 
of Columbia, except New York, North Carolina and 
Massachusetts, where adoption is pending. In 2012 
Congress began considering the Protecting American 
Trade Secrets and Innovation Act. If passed, this 
legislation would provide for a federal cause of action 
when the trade secret complaint involves a substantial 
need for national service of process, or the trade secrets 
are taken from the United States to another country. 
Although the Justice Department has prosecuted 
several criminal cases under the Economic Espionage 
Act of 1996 (EEA), the pending legislation would allow 

1  Uniform Trade Secrets Act (amended 1985), 14 U.L.A. 529 (2005).

companies to protect their trade secrets immediately 
upon discovering misappropriation. 

The recognition of the commercial advantages of trade 
secrets has been accelerating since the adoption 
of the America Invents Act (AIA) in 20102. The AIA 
provides a safe harbor for those parties who have been 
utilizing trade secrets that would otherwise infringe an 
issued patent, so long as those trade secrets were 
utilized prior to the patent’s filing date. Therefore, not 
only does a “prior user” have an ironclad defense to 
patent infringement, but it may also continue to use 
its trade secret without a license from the patent 
owner. Consequently, many companies have begun to 
evaluate carefully whether to seek patent protection or 
maintain trade secret protection for their inventions.

Recently, trade secrets have been newsworthy. In 
May of this year the United States Justice Department 
brought cyber-espionage charges against five Chinese 
military officials accusing them of hacking into computer 
systems belonging to several U.S. companies in order 
to steal their trade secrets. The Federal Bureau of 
Investigation’s website identifies economic espionage 
as the FBI’s number two priority-second only to terrorism. 
And even though cyber-espionage may garner the 
headlines, FBI congressional testimony points out, “… 

2  35 U. S. C.§ 273.



economic espionage and the theft of trade secrets are 
increasingly linked to the insider threat and the growing 
threat of cyber espionage.” The FBI enumerates seven 
methods for economic protection:

1. Recognize the threat. 
2. Identify and value trade secrets. 
3. Implement a definable plan for safeguarding trade 
secrets. 
4. Secure physical trade secrets and limit access to 
trade secrets. 
5. Provide ongoing security training to employees. 
6. Development insider threat program. 
7. Proactively report suspicious incidents to the FBI 
before your proprietary information is irreversibly 
compromised.3

Even for those who have regarded trade secrets as a 
poor second cousin to other intellectual property such 
as patents, trademarks and copyrights, the federal 
legislation has made obvious the need to identify, 
protect and value a company’s trade secret portfolio. 
If that is not enough, there are many cases involving 
potential joint ventures, contemplated acquisitions 
and other business transactions that fail where one 
party accuses the other of misappropriating its trade 
secrets.4 Even in cases where companies exchange 
nondisclosure agreements there are disputes, that in 
some cases, cost millions of dollars. Id. The reality is 
that today’s collaborator may be tomorrow’s competitor. 
Thus carefully documenting and protecting your trade 
secrets is paramount in today’s business world.

 One of the difficulties is that you cannot be sure you 
have a trade secret, until it is tested by litigation. Thus, 
the same criteria used in trade secret litigation, should 
be used as a guide for identifying and protecting a 
company’s trade secret portfolio. In short, a trade 
secret owner must identify the trade secrets that give it 
an economic advantage over its competitors, and show 
that it has taken reasonable measures to keep them 
secret by limiting access to those who need to know.

Trade Secret Audit

A trade secret audit is a systematic method of identifying, 
categorizing and valuing the trade secrets of company. 
Before commencing this process, however, identifying 
and empowering the audit team is essential. Although 
a lawyer who has a thorough knowledge of trade 
secret law is essential, the most important members of 
3  See www.FBI.gov/hq/ci/economic.htm. Last visited, May 29, 2014.
4  The Recorder, “After Deal Talks Falter, Companies Clash on 
Secrets” (October 18, 2013)

the team are going to be, depending on the business, 
engineers, plant/office managers, controllers, CFOs, 
marketing executives, research and development 
representatives and the vice presidents of sales/sales 
managers. The audit team does not need to include all 
of these aspects of the company’s business. Indeed, a 
small company that only makes a few products would 
be best served by having a one or two person team. Of 
course, a large complex business will require a larger 
more diverse team.

The first step in the process is to identify the trade 
secrets.  The scope is broad because a trade secret 
may be almost anything that has economic value and 
provides an advantage over competitors.  Certain 
team members may not realize that public information 
collected and utilized in a unique way, may be a trade 
secret. Likewise, there is no need for novelty or originality 
as would be required for a valid patent. Manufacturing/
business know-how, computer programs, sources of 
supply, customer lists, specifications, bills of materials, 
machinery, pricing employee information, and 
marketing plans have all been found to be subject to 
trade secret protection.

There are number of basic questions that may act as 
a guide to identifying a company’s trade secrets. For 
example:

What information would hurt my business if my 
competitors could get it? 

How much would it hurt?

As these questions are answered you will identify what 
information key people in the company consider to be 
trade secrets, and how valuable they are. 

The next step is to determine what security measures 
are in place to protect the company’s trade secrets from 
disclosure. This is the point that is most hotly contested 
in trade secret litigation. Thus, any company would be 
well served by giving special attention to this aspect of 
the audit.

Questions to ask:  What are the policies and/or methods 
in place to protect trade secrets?  
Is access to the trade secrets limited, and by what 
means?

Can the company implement any additional measures 
to protect its trade secrets?



As trade secrets are identified, some will be more 
important than others. In addition, it will become clear 
that trade secrets usually fall into three categories: 
process/ method; product; or format. The more critical 
to the company’s product or service, will determine a 
trade secret’s value and dictate the degree of security 
required for its protection. 

What will also become obvious to the audit team is 
that there are some trade secrets that die a natural 
death. For example, a product may be a secret until 
it is released. A marketing plan, a plan to open a new 
office, a product rollout strategy or the identity of a 
new manager or executive are trade secrets that will 
no longer be secret once publicly disclosed. These 
temporary trade secrets should not be categorized 
and treated the same as those secrets which never 
die, as long as they are reasonably protected from 
disclosure. Thus, for example, engineering designs, 
manufacturing, business know-how, detailed customer 
lists, sources of supply and formulae should be treated 
separately.

Once the audit team has constructed the list of trade 
secrets, separated the permanent trade secrets from 
the temporary trade secrets, and determined the most 
valuable secrets it needs to develop a Trade Secret 
Protection Plan. 

This plan is essentially where and how the secrets are 
maintained, and who has access to them.  Documents 
and other physical items that contain trade secrets 
should be stored in locked cabinets or vaults. In any 
company today most information is accessible by 
computer. Thus, separate passwords for the most 
critical secrets are essential. These passwords should 
be changed periodically, without fail. If it is necessary 
that the trade secret be accessible through a laptop in 
order to conduct the company’s business downloading 
to thumb drive or any other device should be blocked. 
A record of each time the information is accessed 
remotely should be maintained meticulously, and 
downloading the information should be prohibited, if 
possible. E-mailing trade secret information from the 
company’s computer to any other computer should 
be electronically barred, or only allowed with special 
permission through the IT department, if possible. The 
IT department, or some other appropriate person(s) 
should be required to keep a record of any electronic 
distribution or download of secret information. It is best 
if downloading trade secret information to a thumb drive 
or any other external drive should be electronically 
prohibited.

Some of these methods of protection may not be 
practical, at least for some employees, especially 
salespeople and executives. Nevertheless, 
documenting every time a trade secret is moved off-
site and by whom, is essential for the most critical trade 
secrets. These methods are not required for all trade 
secrets, indeed by requiring extreme measures for 
trade secrets that the company does not consider to 
be the most critical to its competitive advantage, can 
actually work to its detriment.  First of all, employees 
will not take overly restrictive rules seriously, and 
neither will management.  Once it is established that 
the restrictions do not apply to some secrets, courts 
may interpret the failure to comply as a lax trade secret 
protection scheme that has no value.

A cookie-cutter plan that the key employees will not 
follow is useless, and indeed will serve as the basis to 
prove the company does not protect its alleged secrets.
Some employees may interpret many of these measures 
to imply that the company does not trust them. One 
of the most important functions of the audit team is to 
educate the employees regarding the importance of 
trade secrets to the company’s competitive position, 
and job security. This type of education begins as part 
of the audit process itself.  Employees in different areas 
of the company should be asked what they consider 
to be the trade secrets that give their company its 
competitive advantage. Involving the people who 
actually work with valuable information every day will 
deepen the audit team’s understanding, and provide 
the workers with a vested interest in the process and 
the results.  In this way, when the employees are asked 
to sign nondisclosure agreements, or they see more 
detailed information in their employee handbooks, they 
will, hopefully, have a better understanding of how these 
measures help them protect their jobs. In any event, 
employee education, reeducation and reminders, are 
key elements to managing a company’s trade secret 
portfolio.

Valuing Trade Secrets

There are a couple of methods for valuing trade 
secrets. One is to use a discounted cash flow 
model if the company can ascertain the amount of 
revenue attributable to a trade secret.5 That is not 
always possible. Another widely accepted method 
is to value the amount of money, time and effort 
invested in the development of the trade secret. For 
existing trade secrets, this effort of accounting can be 
5  Halligan and Weyand, “The Economic Valuation of Trade Secret 
Assets” Trade Secret Office, www.thetso.com. Last visited May 13, 2014. 



accomplished by review of requisitions, reports, review 
of minutes, expense reimbursements and interviews. 
A calculation of return on investment after trade secret 
implementation may also be possible, by evaluating 
increased sales, increased efficiencies, reduced costs 
or any other tangible benefit that could be tied to trade 
secret or group of trade secrets.

On a prospective basis, someone in the accounting 
department should be charged with the responsibility 
of collecting the information related to the development 
of any new undertaking. Managers should be required 
to maintain this information and provide quarterly 
reports to the accounting department, as well as to the 
executives to whom the managers report. Although 
this reporting may be deemed another unnecessary 
administrative burden initially, financially rewarding 
the participants for the successful development and 
implementation of a trade secret will most likely lighten 
the burden. Perhaps more importantly, should the 
company become involved trade secret litigation, it will 
not only have an excellent record of its trade secrets 

and how well they are protected, but also the value 
of the secrets for purposes of determining damages 
and/or royalties.  As an added bonus, in an effort to 
value the company for purposes of an acquisition or 
merger, a well-developed and carefully implemented 
trade secret audit will add to the company’s value.

Conclusion

In the hustle and bustle of developing newer and better 
products and services, securing funding, joint ventures 
and other collaborations, protecting the trade secrets 
created along the way is essential to capturing and 
exploiting their value. It is understandable that many 
companies see this task as time-consuming and 
potentially unnecessary. It is only when something bad 
happens whether through ill will or misunderstanding; 
that the severity of pain and the cost becomes 
manifest. A little extra effort in developing and using 
a trade secret audit to identify, manage and protect 
the company’s trade secrets can pay big rewards, and 
avoid genuine heartache.
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